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First Time Installation and
Configuration

Workstation Requirements

The RMX Web Client and RMX Manager applications can be installed in an
environment that meets the following requirements:

*  Minimum Hardware - Intel® Pentium® III, 1 GHz or higher,
1024 MB RAM, 500 MB free disk space.

*  Workstation Operating System - Microsoft® Windows® XP, Vista®.
¢ Network Card - 10/100 Mbps.
*  Web Browser - Microsoft® Internet Explorer® Version 6 or higher.

*  FIPS - Is always enabled in Ultra Secure Mode, and when ClickOnce is
used to install RMX Manager, the workstation must have one of the
following installed:

— .NET Framework 3.5 or a later version of the .NET Framework.

— .NET Framework 2.0 plus Service Pack 1 or later.

.Net Framework 2.0 is required and installed automatically.
) * The RMX must be installed on the intranet or added to the trusted sites list. In
' both cases, the ActiveX control will install properly.
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RMX Hardware

Version 7.5.0.] requires that MPM+ or MPMx be installed in the RMX.

Installation and Configuration

First Time Installation and Configuration of the RMX 1500/2000/4000
consists of the following procedures:

1-2
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Hardware Installation and Setup

— Mount the RMX in a rack.

— Connect the necessary cables.

Gather Network Equipment and Address Information

— Get the information needed for integrating the RMX into the
local (Signaling and Management) networks.

First Entry Configuration

— Register the RMX.

— Power up the RMX.

— Modify the Default Management Network.

— Configure the Signaling Network Service.

— Configure the ISDN/PSTN Network Service.

Enable Ultra Secure Mode

Enable Secured Communication

— Purchase and Install the SSL/TLS certificate
— Modify the Management Network settings

— Create/Modify the relevant System Flags
Set System Configuration Flags

Enable Network Separation (RMX 2000)
Configure IVR Settings
Modify Default Login Banner Text (if required)

10 Rename the default POLYCOM user
11 Disable Inline AutoComplete Option in Web Browser

12 Configure an Inbound and Outbound Access List
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Procedure 1: Hardware Installation and Setup

The RMX unit should be mounted in a 19”rack in a well ventilated area. It
is important to adhere to the “Site Requirements” as described in each of
the RMX 1500/2000/4000 Hardware Guides.

Rack-Mounting the RMX 1500/2000/4000
RMX 1500

For detailed instructions, precautions and requirements for installing the
RMX 1500, refer to the Polycom RMX 1500 Hardware Guide.

There are two methods for installing the RMX in a 19” or 23” rack:
*  Using the chassis runners on the RMX 1500

— Install the chassis runners provided by Polycom in the rack using
the screws supplied by the rack manufacturer; two screws per
chassis runner.

— Mount the RMX 1500 on top of the chassis runners.

— Fasten the RMX to the rack with screws through the four holes in
the RMX’s front mounting brackets.

i Chassis runners are 60cm (23.62") in length. If your rack depth is different, a
' shelf can be used instead.

1-3



Chapter 1-First Time Installation and Configuration

e e I |

Using a shelf

Install the shelf supplied by the rack manufacturer, in the rack.
Mount the RMX on the shelf.

Fasten the RMX to the rack with screws through the four holes in
the RMX’s front mounting brackets.

e e e e
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RMX 2000

For detailed instructions, precautions and requirements for installing the
RMX 2000, refer to the Polycom RMX 2000 Hardware Guide.

There are two methods for installing the RMX 2000 in a rack:

*  Using rack brackets - Install rack brackets, supplied by the rack
manufacturer, in the rack. Mount the RMX on top of the rack
brackets. Fasten the RMX to the rack with screws through the four
holes in the RMX’s front mounting brackets.

=

oo oo Ao o oo e e e

[

==

*  Using a shelf - Install the shelf, supplied by the rack manufacturer,
in the rack. Mount the RMX on the shelf. Fasten the RMX to the rack
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with screws through the four holes in the RMX’s front mounting
brackets.

o= e
e \N =T

RMX 4000

For a detailed description of the safety requirements and precautions and the
| installation of the RMX 4000 as a standalone, in a 23" rack, or reverse mounting
the RMX 4000 on a 19” rack, see the Polycom RMX 4000 Hardware Guide.

There are two methods for installing the RMX 4000 in a rack:

*  Usingrack brackets - Install the chassis runners supplied by Polycom,
in the rack. Mount the RMX on top of the rack brackets. Fasten the
RMX to the rack with screws through the eight holes in the RMX’s
front mounting brackets.

1-6
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*  Using a shelf - Install the shelf, supplied by the rack manufacturer, in
the rack. Mount the RMX on the shelf. Fasten the RMX to the rack
with screws through the four holes in the RMX's front mounting
brackets.

Cabling the RMX 1500/2000/4000

Before connecting Power Cables refer to the detailed precautions and
requirements for the RMX 1500/2000/4000 in the relevant Hardware Guide.

RMX 1500 Power, Signaling and Media Cables

Connect the following cables to the back panel:
*  Power cable
*  For the RTM-IP 1500 module:
— Connect the Media cable to LAN 2 port.

— Connect the Network cables to the MNG (Signaling) port &
MNGSB (Management Network) port.

— (Optional) Connect the Shelf Management cable to the Shelf port.

1-7
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*  For the RTM ISDN 1500 module:
— Connect the E1/T1 cables to their PRI (1-4) ports.

Power Cable E1/T1 PRI LAN 2; media, MNG,; signaling,
Connection(s) MNGB; management & Shelf

Figure 1-1 RMX 1500 Rear Panel View with AC Power and Communication
Cables

The LAN 1, LAN3, LAN4 and Modem ports are not be used and the plastic caps
! covering those ports should not be removed.

RMX 2000 Power, Signaling and Media Cables
@ Do not remove the protective cap from the LAN1 port.
Connect the following cables to the back panel:

e Power cable

*  Direct Connection / Signaling and Media LAN cable to LAN 2 Port
* E1/T1 Cables to PRI Ports

1-8
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E1/T1 PRI Connection

Power
Cable

LAN 2 Connection

To maximize conferencing performance, especially in high bit rate call
environments, a 1Gb connection is recommended.

RMX 4000 AC and DC Power Sources

The size of the protective earthing conductor & cable should be a minimum of
10AWG.

Connect the following power cables to the RMX 4000 back panel:

1-9
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AC Power Supply connections:

1 Insert power cables to each of the three AC Power Entry Modules
(PEMs).

On/Off T
switch Power Cables

Figure 1-2 RMX 4000 Rear Panel View with AC Power
DC Power Supply connections:
1 On the DC Power Rail Modules set the two circuit breakers to OFF.

Two types of circuit breakers can be installed on the DC Power Rail Module
(PRM). For more information, see the RMX 4000 Hardware Guide.

2 Ensure that the Main that supplies electricity to the DC power units is

OFF and that the cables are disconnected.

3 Remove the transparent plastic caps on the terminal block.

1-10



Polycom RMX 1500/2000/4000 Deployment Guide for Maximum Security Environments

4 Using the two wires of a 10 AWG cable running from the DC power
distribution unit, connect the black wire into the -48VDC terminal
block and the red wire to the RTN terminal block.

Power Rail Model.

2 * A 10 AWG cable must be used to connect the mains with the RMX 4000 DC
* The supply wires for DC version must be terminated using quick connectors.

e Extension cords may not be used.

ESD connector

Ground connector

Circuit breaker - ON
position

Blank panel  Circuit breaker - OFF

-48 VDC o
position

RTN

The center PRM slot/module is fitted with a blank panel and the slot cannot be
used on a system with DC Voltage.

5 Connect the green or green-yellow wire to the system single-point
M6x15 “Ground” bolt.

A The rating of the protective earthing conductor should be a minimum of 10AWG.

If the unit is rack mounted, the single-point ground on the MCU must
be connected to the rack with a single conductor and fixed as to
prevent loosening. When using bare conductors, they must be coated

1-11
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with an appropriate antioxidant compound before crimp connections
are made. Tinned, solder-plated or silver plated connectors do not
have to be prepared in this manner.

6 Replace the transparent plastic caps on the terminal block.
7 Turn ON the Main that supplies power to the RMX.
8 Turn ON the circuit breaker on each of the DC Power Rail Modules.

RMX 4000 Signaling, Media and Management Cables

*  RTM-IP 4000:
— Connect the Management Network cable to LAN 2.
— Connect the Signaling cable to LAN 3.
— Connect the Shelf Management cable to LAN 6.
*  For each installed RTM LAN - Connect the LAN cable to LAN 2.

1-12
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e For each installed RTM ISDN:
— Connect the E1/T1 cables to their PRI Ports.
— Connect the LAN cable to LAN 1.

LAN Connections to RTM LAN E1/T1 Connection(s) to RTM ISDN

Management Signaling Shelf
Network Network Management

Figure 1-3 RMX 4000 Rear Panel View with AC Power and Communication
Cables

1-13
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Procedure 2: Gather Network Equipment and
Address Information

IP Services

Hardware
Installation
and
Setup

v

Gather Network
Equipment
and
Address Info

v

First Entry
Configuration

1-14

The IP addresses and network parameters which enable communication
between the RMX, its management application and the conferencing
devices are contained in two IP services:

* Management Network (Control Unit)
* Signaling Network (Conferencing Service)

During the First Entry Configuration, the parameters of these two network
services are modified to comply with your local network settings.

Management Network

The Management Network enables communication between the RMX
Control Unit and the RMX Web Client and is used to manage the RMX.

The RMX is shipped with default IP addresses as listed in Table 2-1.

Signaling Network

The Signaling Network is used to configure and manage communications
between the RMX and conferencing devices.

IP Network Services Required Information

When installing an RMX unit, these default IP addresses must be
modified to your local network settings. It is therefore important to obtain
the information needed to complete the Local Network Settings section
of the table from your network administrator before powering up the
RMX for the first time.
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The network administrator should allocate four IP addresses in the local
network for an MCU with one MPM+ card and up to seven IP addresses

for an MCU with up to four MPM+ cards.

Table 1-1  Network Equipment and Address Information
Parameter Factory Default LOC?' MBI
Settings
Control Unit 192.168.1.254
IP Address
Control Unit 255.255.255.0

Subnet Mask

Default Router IP
Address

192.168.1.1

Shelf Management IP
Address

192.168.1.252

Signaling Host IP
address

Media Board IP
address (MPM 1)

Media Board IP
address (MPM 2)
RMX 2000/4000 only

Media Board IP
address (MPM 3)
RMX 4000 only

Media Board IP
address (MPM 4)
RMX 4000 only

Gatekeeper IP
address (optional)

DNS IP address
(optional)
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Table 1-1  Network Equipment and Address Information (Continued)

Local Network

Parameter Factory Default Settings

SIP Server IP address
(SIP is not Supported
in Ultra Secure
Mode.)

ISDN/PSTN Services

1-16

The ISDN/PSTN Network Service is used to define the properties of the
ISDN/PSTN switch and the ISDN lines running from the ISDN/PSTN
switch to the ISDN card installed in the RMX.

Before configuring the ISDN/PSTN Network Service, obtain the
following information from your ISDN/PSTN Service Provider:

*  Switch Type

* Line Coding and Framing
*  Numbering Plan

*  Numbering Type

*  Dial-in number range

* The RMX does not support ISDN connections using restricted line rates
(56k B channels).

e Ifthe RMX is connected to the public ISDN Network, an external CSU or
similar equipment is needed.
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Procedure 3: First Entry Configuration

Hardware
Installation
and
Setup

v

Gather Network
Equipment
and
Address Info

v

First Entry
Configuration

There are four procedures necessary for setup of the new RMX. It is
important that they are performed in the following sequence:

1 Product Registration.

Modifying the Factory Default Management Network Settings.
First-time Power-up and Connection to MCU.

Enable Network Separation (RMX 2000)

Modifying the Default IP and ISDN/PSTN Service settings (Fast
Configuration Wizard).

G b ODN

Product Registration

Before the RMX can be used, it is necessary to register the product and
obtain an Activation Key.

During first-time power-up, the Product Activation dialog box is displayed,
requesting you to enter an Activation Key.

Obtaining the Activation Key

1  Access the Service & Support page of the Polycom website at:
http://portal .polycom.com

2 Login with your Email Address and Password or register as a new user.

(%)

Select Product Registration.

4 Follow the on-screen instructions for Product Registration and Product
Activation. (The RMX's serial number is on a sticker on the back of the
unit, if needed.)

5 When the Product Activation Key is displayed, write it down or copy it

for later pasting into the Activation Key field of the Product Activation
dialog box.

1-17
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First-time Power-up and Connection to MCU

Before powering up the RMX for the first time, it is necessary to establish
a connection between the RMX and the control workstation.
A private network is set up between the RMX and the workstation and

the Default Management Network parameters are modified using the Fast
Configuration Wizard in the RMX Web Client.

Configuring the workstation for direct connection

The following procedures show how to modify the workstation’s
networking parameters using the Windows New Connection Wizard.

For non-Windows operating systems an equivalent procedure must be
performed by the system administrator.

Before connecting directly, you must modify the IP Address, Subnet Mask
and Default Gateway settings of the workstation to be compatible with
either the RMX’s Default Management Network.

To modify the workstation’s IP addresses:
1 Onthe Windows Start menu, select Settings > Network
Connections.

2 In the Network Connections window, double-click the Local Area
Connection that has Connected status.

| & Metwark Connectioms g
e £t Wew Favorkes  Tooks  Advenced Meb #
G Back = ¥ | D semen Fokders | [T11

A2 Network Connections v B
Name Trpe Dievice Name Phors # o Host Adde
Dislup
La e Drcsrrwrted 18M Indegrobed 56K Modem 253
L 2y ramn D Dncteracted 100 Ireégrated 56K Modem 251
L PesConret Db Discorrected TBM Integrated SEK Modem  THOH 978 5711
See Alss % LAN o High- Speed Tnlernel
§) ke Trendideshoctee @ u,-.m-m-:«eo:xe-..
L Lecal Ries Tonnection & e L [
1§ wirelesss Fntweork Connection Lad of HigheSpeed Inter... Mot connected
Other Places 3 Al . .
sl Arss Connection Lo High Speeed Bker., - Hiebwerk bl urpshazged
o
o Wirlisal Privabe Selvark
= s
oz Vsl Paivate Nt [ ] WAN Mgt (TR LTS
wizard

Ll e Corewction Wizsed wewd
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3 Inthe Local Area Connection Status dialog box, click the Properties
button.

<L Local Area Connection Status
General | Support
Connection
Status: Connected
Duration: 6 daps 18:14:32
Speed 100.0 Mbps
Activity
Sent - I‘ Recsived
»
[~
Packets: TEaT42 949,423
e —
Ged

In the Local Area Connection Properties dialog box, select Internet
Protocol [TCP/IP] > Properties.

<k Local Area Connection Properties

General | Authentication
Connect using:

=3 Intsl(R] PROA00VE Netwark Conne
This conmection uses the fallowing items:

1B Clent for Micrasaft Netwarks
(m]

File and Printer Sharing for Microsoft Networks

| ==iIntemet Protocol [TCPAF) |

Description

Transmission Contral Protocol/intemet Pratocol. The default

wide area netwark. protocol that provides communication
across diverse interconnectad networks.

[ Show icon in notification aiea when connected
Hotify me when this conmection has limited o no connectivity

5

In the Internet Protocol (TCP/IP) Properties dialog box, select Use the
following IP address.

1-19
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(<o)

workstation.

Internet Protocol (TCP/IP) Properties

General

“You can get IP seftings assianed sutomatically if your network supports
this capabiliy. Dtherwise, pou need to ask your netwerk administrator far
the appropriste IP setings.

() Obtain an P addiess automatically

) Uss the following IP addiess

IP address:

Submet mask:

Default gateway

(& Use the following DNS server addiesses:
Prefened DNS server

Alternate DNS server:

6  Enter the IP address, Subnet mask and Default gateway for the

The workstation’s IP address should be in the same network
neighborhood as the RMX'’s Control Unit IP address.

Example: IP address - near 192.168.1.nn

None of the reserved IP addresses listed in Table 1-2 should be used for

the IP Address.

The Subnet mask and Default gateway addresses should be the same as
those for the RMX's Default Management Network.

The addresses needed for connection to the RMX’s Default
Management Network are listed in Table 1-2.

Table 1-2 Reserved IP Addresses

Network Entity

Default Management Network
IP Addresses
(Factory Default)

Control Unit IP Address

192.168.1.254

Control Unit Subnet Mask

255.255.255.0

Default Router IP Address

192.168.1.1
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Table 1-2 Reserved IP Addresses

Default Management Network
Network Entity IP Addresses
(Factory Default)

Shelf Management IP Address 192.168.1.252
Shelf Management Subnet Mask 255.255.255.0
Shelf Management Default Gateway 192.168.1.1

7 Click the OK button.

Connecting to the Default Management Network

To connect directly to the RMX:

8 Using a LAN cable, connect the workstation to the LAN 2 port on the
RMX 2000/4000’s back panel or the MNGB Port on the RMX 1500.

RMX 1500

MNGB Port

LAN 2 Port

9 Connect the power cable and power the RMX On.

10 Start the RMX Web Client application on the workstation, by entering
the factory setting Management IP address in the browser’s address
line and pressing Enter.
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®

11

12

13

In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click the Login button.

The Fast Configuration Wizard starts.

Both IPv4 and IPv6 are supported. For IPv6 addressing information see
the Polycom RMX 1500/2000/4000 System Administrator’s Guide for
Maximum Security Environments "IP Network Services” on page 11-2.

If this is the First Time Power-up or the Default IP Service has been
deleted and the RMX has been reset, the following dialog box is
displayed:

> IP Manageme...

> IF Signaling Metwork, Service Mame: ’7

» Routers

> DNS

> Network Type Control Unit IP Address: 0.0.0.0

> Gatekeeper Shelf Managernent IP ’W
> sipserer K rezmmann
> Security

5 ISDN/PSTH Default Router IP Address: (00080

> PRI Settings

3 Span Definition

3 Phones

3 Spans

> Wideo/Voice Ports

3 Systern Flags

Back

Enter the following parameters using the information supplied by
your network administrator:

— Control Unit IP Address

—  Shelf Management IP Address

—  Control Unit Subnet Mask

— Default Router IP Address

Click the Save & Close button.
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The system prompts you to sign in with the new Control Unit IP
Address.

RMX 2000 D'

! Yy Please login to the new IP address Web Site,

Disconnect the LAN cable between the workstation and the LAN 2
port on the RMX’s back panel.

Connect LAN 2 port on the RMX’s back panel to the local network
using a LAN cable.

Enter the new Control Unit IP Address in the browser’s address line,
using a workstation on the local network, and press Enter to start the
RMX Web Client application.

In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click the Login button.

Product Activation

The RMX Web Client opens and the Product Activation dialog box appears
with the serial number filled in:

Product Activation N

18

19

In the Activation Key field, enter or paste the Product Activation Key
obtained earlier.

Click OK.
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If you do not have an Activation Key, click Polycom Resource Center
to access the Service & Support page of the Polycom website.

For more information, see “"Obtaining the Activation Key” on page 1-17.

The system prompts with a restart dialog box:

RMX 2000 %)

\_‘?/ Systern must be reset. Do you want to reset now?
(Mote: Reset operation might take several minutes.)

20 In the dialog box, click No.
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Modifying the Signaling Network Service and ISDN/PSTN
Network Service Settings

@)

The Fast Configuration Wizard assists in configuring the Signaling Network
Service. It starts automatically if no Signaling Network Service is defined.
This happens during First Time Power-up, before the service has been
defined or if the Signaling Service has been deleted, followed by an RMX
restart.

The IP Management Service tab in the Fast Confiquration Wizard is enabled
only if the factory default Management IP addresses were not modified.

Both IPv4 and IPv6 are supported. For IPv6 addressing information see the
Polycom RMX 1500/2000/4000 System Administrator’s Guide for Maximum
Security Environments "IP Network Services” on page 11-2.
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Fast Configuration Wizard

1 Enter the required IP Signaling information in the dialog box.
RMX 1500

RMX 2000

RMX 4000

1-26
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Table 1-3 Signaling Network Service — IP Signaling

Field

Description

Network Service
Name

The name Default IP Service is assigned to the
Signaling Network Service by the Fast
Configuration Wizard. This name can be
changed.

Note: This field is displayed in all IP Signaling
dialog boxes and can contain character sets that
use Unicode encoding.

Signaling Host IP
Address

Enter the address to be used by IP endpoints
when dialing in to the MCU.

Dial out calls from the RMX are initiated from this
address.

This address is used to register the RMX with a
Gatekeeper or a SIP Proxy server.

Media Card 1-4
IP Addresses

Enter the IP address(es) of the media card (s)
(MPM+/MPMx 1 and MPM+/MPMx 2-4 (if
installed)) as provided by the network
administrator. Endpoints connect to conferences
and transmit call media (video, voice and content)
via these addresses.

Subnet Mask

Enter the subnet mask of the MCU.
Default value: 255.255.255.0.

2 C(Click the Next button.
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3  Enter the required Routers information in the dialog box.

> >
3 IF Signaling
» Routers
o Db

MY v N M w v v

Network Service Name: I Network Senace

Coufault Router T8 Addrass:
thva: (0000

Back | concel |

Table 1-4  Signaling Network Service — Routers

Field

Description

Default Router
IP Address

Enter the IP address of the default router. The
default router is used whenever the defined static
routers are not able to route packets to their
destination. The default router is also used when
host access is restricted to one default router.
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4 Click the Next button.
5 Enter the required DNS information in the dialog box.

BstConfiguration Wizard 9 x|

3 IP Management Service
IP Signalin
e Netwark Service Marne: 1P Mstwork Service

3 Routers

> DNS
> Network Type

MCU Host N, H
3 Gatekeeper st Mame

> SIF Server DS of s
3 Security

> ISDN/PSTH Local Domain Name: [
3 PRI Settings Primary DNS Server [P ,7

Address:
> =pan Definition

3 Phones
> Spans
> System Flags

Table 1-5  Signaling Network Service — DNS

Field Description

MCU Host Name DNS Enter the name of the MCU on the network.
Default name is RMX

Local Domain Name Enter the name of the domain where the MCU
is installed.

Primary DNS Server The static IP addresses of the DNS servers.

IP Address A maximum of three servers can be defined.
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6  Click the Next button.
7 Enter the required Network Type information in the dialog box.

ast Configuration Wizard - J

IP Management Service

1P Signalin;

anaing Network Service Hame: [P Hetwork Gervice
Routers
DNS

Network Type 1P Metwork Type: H323 -

Gatekeeper

>
>
>
>
>
>
> SIFServer
> Security

> ISDH/PSTH

3 PRI Settings

> Span Definition
5 Phones

> Spans

>

Systern Flags

Table 1-6  Signaling Network Service — IP

Field Description

IP Network Type Select:
e H.323: For an H.323-only Network Service.

8 C(Click the Next button.
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9 Enter the required Gatekeeper information in the dialog box.

» IF Management Service
1P Signalini

& -+ Signaiing Network Servics Name: I Network Servics
3 Routers
> DHS
3 Metwork Type @helkoapar [T} -
» Gatekeeper Primary Gatekeeper
i SLEsenver IP Address or Name:
» Security .

MEU Prefix in Gatekesper:
3 ISDN/PSTN

Aliases
» PRI Settings
3> Span Definition
3 Fhones
> spans
3 System Flags

I | et

Table 1-7  Signaling Network Service — Gatekeeper Parameters

Field Description

Gatekeeper Select Specify to enable configuration of the gatekeeper
IP address.
When Off is selected, all gatekeeper options are
disabled.

Primary Enter either the gatekeeper’s host name as registered in

Gatekeeper the DNS or IP address.
IP Address or
Name

MCU Prefix in | Enter the number with which this Network Service
Gatekeeper registers with the gatekeeper. This number is used by
H.323 endpoints as the first part of their dial-in string
when dialing the MCU.

When PathNavigator or SE200 is used, this prefix
automatically registers with the gatekeeper. When
another gatekeeper is used, this prefix must also be
defined in the gatekeeper.
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Table 1-7  Signaling Network Service — Gatekeeper Parameters

Field Description

Aliases:

Alias The alias that identifies the RMX’s Signaling Host within
the network. Up to five aliases can be defined for each
RMX.

Note: When a gatekeeper is specified, at least one alias
must be entered in the table.
Additional aliases or prefixes may also be entered.

Type The type defines the format in which the card’s alias is
sent to the gatekeeper. Each alias can be of a different

type:
¢ H.323 ID (alphanumeric ID)
e E.164 (digits 0-9, * and #)
e Email ID (email address format,
e.g. abc@example.com)
e Participant Number (digits 0-9, * and #)

Note: Although all types are supported, the type of alias
to be used depends on the gatekeeper’s capabilities.

10 Click the Next button.

The IP Network Service is created and confirmed.

RMX 2000 =

\y IP Metwork service created,

11 Click OK.

During the initial RMX setup, if the system detects the presence of the
RTM ISDN card, the ISDN /PSTN Network Service definition screens of the
Fast Configuration Wizard are enabled.
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If there is no RTM ISDN card in the RMX or if you do not want to
define an ISDN/PSTN Network Service, go to Step 26.

* The RMX does not support ISDN connections using restricted line rates

(56k B channels).

* Anew ISDN/PSTN Network Service can be defined even if no RTM ISDN
card is installed in the system but only via the ISDN/PSTN Network Service
->Add New Service dialog box.

The Fast Configuration Wizard’s ISDN/PSTN configuration sequence
begins with the ISDN/PSTN dialog box:

3 IP Management Service
5 IP Signaling
> Routers

> DNS

Metwark Service Mame: Default PSTN Service

» Network Type
> Gatekeeper

3 SIPServer

3 Security

> ISDN/PSTN
» PRI Settings

» Span Definition
> Phones

> Spans

> System Flags

Do you want to create an ISDM/PSTH =
service? ves x|

Span Type: EL -

Service Type:

12 Define the following parameters:

Table 1-8 Fast Configuration Wizard — ISDN Service Settings

Field

Description

Network Service
Name

Specify the service provider’s (carrier) name or
any other name you choose, using up to 20
characters. The Network Service Name identifies
the ISDN/PSTN Service to the system.

Default name: ISDN/PSTN Service

Note: This field is displayed in all ISDN/PSTN
Network Properties tabs and can contain
character sets that use Unicode encoding.
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Table 1-8 Fast Configuration Wizard — ISDN Service Settings

Field

Description

Span Type

Select the type of spans (ISDN/PSTN) lines,
supplied by the service provider, that are
connected to the RMX. Each span can be defined
as a separate Network Service, or all the spans
from the same carrier can be defined as part of
the same Network Service.

Select either:

e T1(U.S.-23B channels + 1 D channel)

* E1 (Europe — 30 B channels + 1 D channel)
Default: T1

Note: Only one Span Type (E1 or T1) is supported
on the RMX. If you define the first span as type E1
all other spans that you may later define must also
be of type E1.

Service Type

PRI is the only supported service type. It is
automatically selected.

13 Click Next.

The PRI Settings dialog box opens.

3 IF Management Service
- M7 SR et Seifee (Dot P TH Gervice
3 Routers
» DNS
3 Metwaork Type
5 Gatekesper Default Num Type:
> SIPServer Murn Plan:
> Security Net Spacific: Mone -
> ISDM/PSTH Dial-out Prefix:
> PRI Settings
» Span Definitian
» Phones
» Spans
3 Systemn Flags
[ oo ] e
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14 Define the following parameters:

Table 1-9  Fast Configuration Wizard — PRI Settings

Field

Description

Default Num Type

Select the Default Num Type from the list.

The Num Type defines how the system handles the
dialing digits. For example, if you type eight dialing
digits, the Num Type defines whether this number is
national or international.

If the PRI lines are connected to the RMX via a
network switch, the selection of the Num Type is
used to route the call to a specific PRI line. If you
want the network to interpret the dialing digits for
routing the call, select Unknown.

Default: Unknown

Note: For E1 spans, this parameter is set by the
system.

Num Plan Select the type of signaling (Number Plan) from the
list according to information given by the service
provider.

Default: ISDN
Note: For E1 spans, this parameter is set by the
system.

Net Specific Select the appropriate service program if one is

used by your service provider (carrier).

Some service providers may have several service
programs that can be used.

Default: None

Dial-out Prefix

Enter the prefix that the PBX requires to dial out.
Leave this field blank if a dial-out prefix is not
required.

The field can contain be empty (blank) or a numeric
value between 0 and 9999.

Default: Blank

15 Click Next.
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The Span Definition dialog box opens.

3 IP Management Service
o Ml Network Service Name (Delaut PSTH Servics
3 Routers
3 DNS
3 Metwork Type
i el Framing: CRCA,Si=FEBE v
3 SIPServer Side: User side -
3 Security Line Coding: HDB3 -
» ISDN/PSTH Switch Type: EURO-ISDN -
3 PRI Settings
> Span Definition
> Phones
3 Spans
3 System Flags

Back Next

16 Define the following parameters:

Table 1-10 Fast Configuration Wizard — Spans Definition

Field

Description

Framing

Select the Framing format used by the carrier for
the network interface from the list.

e For T1 spans, default is SFSF.
* For E1 spans, default is FEBE.

Side

Select one of the following options:
e User side (default)

* Network side

e Symmetric side

Note: If the PBX is configured on the network side,
then the RMX unit must be configured as the user
side, and vice versa, or both must be configured
symmetrically.

Line Coding

Select the PRI line coding method from the list.
e For T1 spans, default is B8ZS.

* For E1 spans, default is HDB3.
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Table 1-10 Fast Configuration Wizard — Spans Definition

Field

Description

Switch Type

Select the brand and revision level of switch
equipment installed in the service provider’s central
office.

e For T1 spans, default is AT&T 4ESS.

* For E1 spans, default is EURO ISDN.

17 Click Next.

The Phones dialog box opens.

asteonfiguration Wizard g

IF Management Service
IF Signaling

Raouters

Dns

Network Type
Gatekeeper

SIP Server

>

>

>

>

>

>

>

» Security
3 ISDN/PETN

3 PRI Settings

% Span Definition
> Phones

3 Spans

>

System Flags

Network. Service Name: Default PSTN Service

Dial-in Phone Numbers;

First Nu

Last Humber

LD [add Phone Number )

First Phone Number
Last Phone Murnber

MCU CLI:

18 Click Add to define dial-in number ranges.
The Add Phone Number dialog box opens.

19 Define the following parameters:

Table 1-11 Fast Configuration Wizard — Add Phone Numbers

Field

Description

First Number

The first number in the phone number range.

Last Number

The last number in the phone number range.
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20

21
22

23

24

* A range must include at least two dial-in numbers.
* Arange cannot exceed 1000 numbers.

Click OK.

The new range is added to the Dial-in Phone Numbers table.
Optional. Repeat steps 18 to 19 to define additional dial-in ranges.
In the Phones tab enter the MCU CLI (Calling Line Identification).

With dial-in connections, the MCU CLI indicates the MCU’s number
dialed by the participant. In a dial-out connection, indicates the MCU
(CLI) number as seen by the participant.

Click Save & Continue.

After clicking Save & Continue, you cannot use the Back button to
return to previous configuration dialog boxes.

The ISDN/PSTN Network Service is created and is added to the ISDN/
PSTN Network Services list.

If the system cannot create the ISDN/PSTN Network Service, an error
message is displayed indicating the cause and allowing you access
the appropriate dialog box in the Fast Configuration Wizard for
corrective action.

RMX 2000 B

.
\]\‘J) ISDHAPSTN Network Service created successfully,

Click OK to continue the configuration.
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The Spans dialog box opens displaying the following read-only fields:

astConfiguration Wizard
3 IP Management Service Attached
1P Signal
> ignaling Network Service Name: Default PSTN Service /Spans
3 Routers /|
3 DNS /
3 Network Type s
Sl Gatekecper D [slot [serviee [clockso [state  [attached /[~
5 SIPServer 1 1 DefaultP5 Primary v
5 Gy 2 1 Default P5 v
3 ISDN/PSTH 3 1 Default 5 v
3 PRI Settings 4 1 Default P5 v Spans
3 Span Definition 5 1 Table
3 Phones 8 a
7 1
3 System Flags . N
g 1 vl

— ID - the connector on the ISDN RTM card (PRI1 to PRI12).

— Slot - the MPM+ card that the ISDN RTM card is connected to
(MPM 1 or MPM 2).

— Service - the ISDN/PSTN Network Service to which the span is
assigned.

— Clock Source - indicates if ISDN signaling synchronization is
being supplied by the Primary or Secondary clock source. The first
span to synchronize becomes the Primary clock source.

— State - the System Alert level of the span (Major, Minor). If there
are no span related alerts, this column contains no entries.

Click the check boxes in the Attached field to attach spans (EI or T1

PRI lines) to the network service named in the Network Service Name
field.

The Spans Table displays the configuration of all spans and all ISDN
network services in the system.

When using the Fast Configuration Wizard during First Entry
Configuration, you are defining the first ISODN/PSTN Network Service in
the system. Spans can only be attached to this service.

Additional ISDN/PSTN Network Services can be defined by using the
ISDN/PSTN Network Services > New PSTN Service button in the
RMX Web Client.
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Spans can be attached to, or moved between ISDN network services
by using the ISDN/PSTN Network Services > ISDN Properties >
Spans tab in the RMX Web Client.

Each ISDN RTM card can support either 7 E1 or 9 T1 PRI lines (E1
and T1 connections cannot be used simultaneously).

26 Click Next.
27 Enter the required System Flags information in the dialog box.

ast Configuration Wizard

> IP Management Service
> IP Signaling

Network Servies Namne: IP Hetwark Service

3 Routers

» DNS
5 Network Type
Conference ID Length (MCLU-assigned): 5 =
3 Gatekeeper ath aned)
» SIPServer Minimum Conference IDLength (User-assigned): 4 =
3 Security -
Maximum Conference ID Length {User-assigned): I
> ISDN/PSTH
3 PRI Settings MCU Display Narme: POLTCOM RMx 2000

Span Definition
iz el Terminate Conference when Chairpersan Exits: Ne -
3 Phanes

> Spans Auto Extend Conferences: es -

> System Flags

Table 1-12 Signaling Network Service — System Flags

Flag Description / Default
Conference The number of digits of the

ID Length Conference ID to be assigned

(MCU) by the MCU.

Note: Selecting 2
digits limits the
number of

Range: 2-16 (Default: 5)

Minimum The minimum number of digits . .
Conference | that the user must enter when | Simultaneous ongoing
ID Length manually assigning a numeric conferences to 99.
(User) ID to a conference.

Range: 2-16 (Default: 4)
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Table 1-12 Signaling Network Service — System Flags (Continued)

Flag Description / Default

Maximum The maximum number of digits | Note: Selecting 2

Conference that the user can enter when digits limits the

ID Length manually assigning a Numeric number of

(User) ID to a conference. simultaneous ongoing
Range: 2-16 (Default: 8) conferences to 99.

MCU Display | The MCU name is displayed on the endpoint’s screen.
Name Default name: Polycom RMX 1500, Polycom RMX 2000
or Polycom RMX 4000.

Terminate When Yes is selected (default), the conference ends
Conference when the chairperson exits even if there are other

when participants connected.

Chairperson When No is selected, the conference automatically ends
Exits at the predefined end time, or when all the participants

have disconnected from the conference.

Auto Extend When Yes is selected (default), allows conferences
Conferences | running on the RMX to be automatically extended as long
as there are participants connected and there are
available resources.

The maximum extension time allowed by the MCU is 30
minutes.

28 Click Save & Close.

The RMX confirms successful configuration.
29 In the Success Message box, click OK.
30 In the Reset Confirmation dialog box, click Yes.

31 In the Please wait for system reset message box, click OK.

System restart may take up to five minutes.

32 Refresh the browser periodically until the Login screen is displayed.

33 When the Login screen is displayed, enter your Username and
Password and click Login.

On first entry, the default Username and Password are both POLYCOM.
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The system is now fully configured and if there are no System Errors,
the green RDY LED on the CNTL module on the RMX’s front panel
turns ON.

Procedure 4: Enable Ultra Secure Mode

The Ultra Secure Mode is disabled by default and can be enabled by
changing the value of the ULTRA_SECURE_MODE System Flag to YES
using the Setup > System Configuration menu. After modifying the
value of the ULTRA_SECURE_MODE System Flag to YES, all RMX users
are forced to change their Login passwords.

To enable Ultra Secure Mode:

1-42
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1

NOo O~

On the RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

Locate and double-click on the ULTRA_SECURE_MODE System
Flag entry.

The Update Flag Name dialog box opens.

In the New Value field, enter YES.

Click the OK button to close the Update Flag Name dialog box.
Click the OK button to close the System Flags dialog box.

In the Reset Confirmation dialog box, click Yes.

In the Please wait for system reset message box, click OK.

System restart may take up to five minutes.

8

Refresh the browser periodically until the RMX Web Client - Terms of
Usage screen is displayed.
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Connecting to the RMX
The RMX Web Client - Terms of Usage screen is displayed.

POLYCOM | RMX 2000

a the lallamng camblans:
= The USE sobinely mdorcepts and momdons communcaloas on s 15 lo
wechatn, bl nol lstod 1o COMSELD
manlonng, notwek opetstions and delrmse, prosanned mescondct (PM), Lo
[LEL and e
Accept
Button P Chem]

9 Click the Accept button to agree to the terms and conditions
displayed in the banner.

The Login - Welcome screen is displayed:

RMX 2000

LT MiBolycom RMX 2000

10 Enter POLYCOM in the User Name field.
11 Enter POLYCOM in the Password field.
12 Click Login.
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1-44

The Change Password/Login - Welcome screen is displayed:

— A message: Last disconnection cause: User must change
password is displayed in red.

— Two additional fields are displayed:
*  New Password
*  Confirm New Password

POLYCOM | RMX 2000

EMAVE 106 -

13 Re-enter the old password in the Password field

14 Enter a Strong Password in the New Password field.
15 Re-enter the Strong Password in the Confirm New Password field.
16 Click Login.

®
®

If the default POLYCOM user is defined in the RMX Web Client, an active
alarm is displayed and the MCU status changes to Major until the
administrator changes the default username and password.

System access is not permitted until the default password is changed.

If the value of the ULTRA_SECURE_MODE System Flag is YES, only TLS
mode connections are permitted. If the Management Network Service has
not yet been configured to be secured, an Active Alarm is created and a
message is displayed stating that Secured Communications Mode must be
enabled. For more information, see the RMX 1500/2000/4000
Administrator’s Guide for Maximum Security Environments "Secure
Communication Mode” on page F-1.
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Procedure 5: Enable Secured Communication

If the ULTRA_SECURE_MODE System Flag is set to YES, a valid TLS
certificate must be installed, and a secured connection between the RMX
Web Client (or RMX Manager) and the RMX unit must be defined.

If theULTRA_SECURE_MODE System Flag is set to YES and the
Management Network Service has not yet been configured to be
secured, an Active Alarm is created and a message is displayed stating
that Secured Communications Mode must be enabled.

If the ULTRA_SECURE_MODE System Flag is set to YES and a valid
TLS certificate has not been installed, an Active Alarm is created and a
message is displayed stating that the system is in Ultra Secure Mode
but Secured Communications Mode is not enabled until the TLS
certificate is installed.

If the ULTRA_SECURE_MODE System Flag is set to YES and Secured
Communications Mode is enabled, the user is not able to disable Secured
Communications Mode. An error message is displayed stating that
Secured Communications Mode cannot be disabled while in Ultra Secure
Mode.

TLS private keys saved by the current version when the
ULTRA_SECURE_MODE System Flag is set to YES are not
compatible with TLS private keys saved by previous RMX versions.
An Active Alarm is created and a message is displayed requesting that
anew TLS certificate be installed.

TLS private keys saved by the current version will be compatible
with TLS private keys saved by future RMX versions.
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Enabling to Secure Mode

1-46

The following operations are required to switch the RMX to Secure Mode:
*  Purchase and Install the SSL/TLS certificate
*  Modify the Management Network settings

Purchasing a Certificate

Once a certificate is purchased and received it is stored in the RMX and
used for all subsequent secured connections.

To create/purchase a certificate:
1 Inthe RMX menu, click Setup > Secured RMX Communications >

Create certificate request.

The Create Certificate Request dialog box is displayed.

“Feate Certificate Reque:

Country Name (2 letter cade)
State ar Pravine (full name}
Locality (full name)
Organization {full name)
Organizational Unit {section)

Common Name (DNS)

Copy request

2 Enter information in all the following fields:

Table 1-13 Create Certificate Request

Field

Description

Country Name

Enter any 2 letter code for the country name.

State or Province

Enter the full name of the state or province.
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Table 1-13 Create Certificate Request (Continued)

Field

Description

Locality

Enter the full name of the town/city/location.

Organization

Enter the full name of your organization for
which the certificate will be issued.

Organizational Unit

Enter the full name of the unit (group or
division) for which the certificate will be issued.

Common Name (DNS/
IP)

Enter the DNS MCU Host Name. This MCU
Host Name must also be configured in the
Management Network Properties dialog box.

Click Send Details.

The RMX creates a New Certificate Request and returns it to the Create
Certificate Request dialog box along with the information the user

submitted.

Feate Certicate Reque

Country Name (2 letter code)
State or Pravinee (full name}
Lacality (full name)
Organization (full name}
Qrganizational Unit (section)

Common Name (DNS)

[P

[Tivachet

[Petlikoya

[Palycam

)

[rmix154

JKI/THES/RADCTkm 7 exddikzHUTSdQ==

Send details

rrrrr BEGIN NEW CERTIFICATE REQUEST.
MIIBKICBAAIBADETMQsWC QYDYQQGEWIITDELMAKGALUECBMCNDUXC2AIB gNVBACT
AjMyMRAWD g TDVQOK EwdQTOXZQ0INMQswC QY DY OOLEWIzNDELMAKGALUEAXMCND My
928wDQTIKoZIhveNAQEBBQADTDAMIGIADGBALBShUZaZVgBUXWh/ATICQIVEFTG
&HTChQUMELSHIx+ROQMYES axUg3A34/D VY aIMHWhbmcObINUairvbauLxMhaDrp
0lZuKBNENM+5pdV61/aFN7 04 3aqWEvhzDuBCHNTWa/R 92102738 9pzb+69rrh
eFOldeQB\Mps4ajngMBAAGgADANBgkqhk\GBwDBAQQFAAOBQQCWquGuabeZOEH
QINIETBZEIomOsZNULeF+Ub7I20iMOskadwwX1pjdByFSjzdilx-+ NYvreR GHdof
HEVYBmOfL71Z6n8 VW pdoENEIPPISQms 22 WILZWUFFINGT 5{IK 2 7XACY/niB4

Click Copy Request to copy the New Certificate Request to the

workstation’s clipboard.

Connect to your preferred Certificate Authority’s website using the

web browser.
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6 Follow the purchasing instructions at the Certificate Authority’s
website.
Paste (Ctrl + V) the New Certificate Request as required by the
Certificate Authority.

The Certificate Authority issues the TLS/SSL certificate, and sends the
certificate to you by e-mail.

Installing the Certificate

To install the certificate:

After you have received the certificate from the Certificate Authority:

1 Copy (Ctrl + C) the certificate information from the Certificate
Authority’s e-mail to the clipboard.

2 Inthe RMX menu, click Setup > Secured RMX Communications >
Send Certificate.

3 C(lick Paste Certificate to paste the clipboard content into the Send
Certificate dialog box.

TCEFONEREE. — -

MIICMDCCAGECEC ol 7baglewTagTiash3MwDQYIKoZIhveNAQECE QAW
Ve CzAIBONVBATTAIVTMR EwFQYDYQOKEWSWZRIpUZInbiwgS WSjLIEWMCS
GALUECKMNRmIyIFRICIQqUHYY G922 X MaT 2556 S4q1ESVIGF 23y YWSZH
MUMTIwMAYDVQQDEY W ZX1pU2Inhie UernlhbCBTZ WilcmUgU2yydmyy IFRI
c3QqUm9vdCBDQTAEFWINNTAyMDkwDAWMDB ARy NTAyMD gy M2USNTI
aMIGMMOswCQYDUYQQGEWIVUZEXMBUGALUEChMOVM Yy aWNpZ 24 sTEILTY
4:MDAUBGNYEASTIDZ veiBUZXNOIFBcrBy 2z IESUBHKUICROby BheaN1e
MFUT2Y2zLEYMDAGALLUEA MDY MYy a¥hpZ 240VHIpYWwaU2Vid=1IIFNIcn Zle
iBUZXNOIFvb3Q0Q0EwZEwDRYIK0ZIhy cHAQEBBOAD G YDAMIGIAOGRAIS
ho&U7klaZHScEnGCSEK MG W VB TWHIaMAAYQGQCUN7QIC10sECIHBZNYLY
£SDIMsEMINC/iAA7KCASH YH20AdIU+1IRSWHTF/2d Y SoTTxP2GCmL1Gad
i7+2DDo086Y 7 +NIFAGIj+CYeyd7usd a3 30/ YOAIPGLAT0gFeT AGMBAAEW
DQYIKoZThycMAQECBOADYEAD Y44 TrPSEDGFEI3vhLhgThnyaskh YwPuwxk+
0grnQyDAdsF/qgKanFInyLMACF3DmfugWeWSrdzqTvzpmmllsnd GOm/yWirl
BGUWRILZPOXTFHER VMR +PZx2k24UgWUZy 0IDGXHI 3 CdaFaTit4NK4 2
9cWOCZrhd7xe0l=

Send Certificate [ NG b END CERTIFICATE---—

4 Click the Send Certificate button to send the certificate to the RMX.
The RMX validates the certificate.

—  If the certificate is not valid, an error message is displayed.
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—  If the certificate matches the private key, and the task is
completed, a confirmation message indicating that the certificate
was created successfully is displayed.

A System Restart is not required at this point.

The certificate expiry date is checked daily. An active alarm is raised
two weeks before the certificate is due to expire, stating the number
of days to expiry.

If the certificate expires, the RMX continues to work in secure mode
and an Active Alarm is raised with Security mode failed — Certificate
expired in the description field.

Certificates are deleted when an administrator performs a Restore Factory
Defaults with the Comprehensive Restore option selected.

Switching to Secure Communication Mode

After the SSL/TLS certificate is installed, secure communications are
enabled by modifying the properties of the Management Network in the
Management Network properties dialog box.

When Secure Communications Mode is enabled:

Only https:// commands from the browser to the Control Unit IP
Address of the RMX are accepted.

The RMX listens only on secured port 443.
All connection attempts on port 80 are rejected.

A secure communication indicator (&) is displayed in the browser’s
status bar.

To enable secure communications mode:

1

2

In the RMX Management pane, click IP Network Services.

In the IP Network Services list pane, double click the Management
Network entry.
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The Management Network Properties dialog box is displayed.

anagement Network Properties

y IP

> Routers Network Service Name:
> DNS
» LAM Ports

1P Version: IPv4 h

Control Unit IP Address:

IPwd: 17222187153

Shelf Management [P Address:

| 1pua: [172 2270715 |
Subnet Mask: 200.260.248.0

¥ Secured Communication

Select the Secured RMX Communication check box.
Click OK.
In the Reset Confirmation dialog box, click Yes.

(= B ¢, I N )

In the Please wait for system reset message box, click OK.

Q‘fr‘, "%J . .
\ ‘ | System restart may take up to five minutes.

Refresh the browser periodically until the RMX Web Client — Terms of
Usage screen is displayed




Polycom RMX 1500/2000/4000 Deployment Guide for Maximum Security Environments

Procedure 6: Set System Configuration Flags

Maximum Security Environments have additional System Flags that control:

Network Security

User Management

Strong Passwords

Login and Session Management
Cyclic File Systems

When the Maximum Security Environment is enabled by setting the
ULTRA_SECURE_MODE System Flag to YES, the enhanced security
features are enforced. Table 1-14 lists the default values of these flags.

Table 1-14 System Flags and their default values

Flag Description Value
ALLOW If YES, allows non-encrypted participants to NO
_NON-ENCRYPT connect to encrypted conferences.
_PARTY_IN Default: No
_ENCRYPT_CONF
DISABLE_INACTIVE |Determines the number of consecutive days 30
_USER a user can be inactive before being disabled.

Default: 30

Range: 1-90
ENABLE_CYCLIC When set to YES an Active Alarm is created YES
_FILE_SYSTEM when a Cyclic File (Log, CDR, Audit)
_ALARMS reaches a file retention time or file storage

capacity limit.

Default: YES
FORCE_STRONG Enables or disables all password related YES
_PASSWORD flags. This flag cannot be set to NO when the
_PoLICY RMX is in Ultra Secure Mode.

Default: YES
HIDE When set to YES, Conference and Chairman YES
_CONFERENCE passwords are replaced by asterisks in the
_PASSWORD RMX Web Client, RMX Manager, Audit

Event and Log files.
Default: YES
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Table 1-14 System Flags and their default values

_PASS_MIN_LEN

chairperson password.
Default: 9
Range: 9-16

Flag Description Value
LAST_LOGIN When set to YES, the system displays a YES
_ATTEMPTS record of the last Login of the user in the

Main Screen of the RMX Web Client or RMX

Manager.

Default: YES
MAX_KEEP_ALIVE | The number of 15-second KeepAliveTimeout 2880
_REQUESTS request intervals for the Apache server.

A value of 2880 keeps the server alive for 12

hours while a value of 5760 keeps the server

alive for 24 hours.

Default: O (This value should never be used)
MAX_NUMBER_OF | Determines the maximum number of 80
_MANAGEMENT management sessions per system.
_SESSIONS_PER Default: 80
_SYSTEM Range: 4-80
MAX_NUMBER_OF | Determines the maximum number of 10
_MANAGEMENT management sessions per user.
_SESSIONS_PER Default: 10
_USER Range: 4-80
MIN_PASSWORD Determines the minimum length of a user 15
_LENGTH password.

Default: 15

Range: 15-20
MIN_PWD_CHANGE | Determines the minimum number of days 1
_FREQUENCY_IN that users must retain passwords.
_DAYS Default: 1

Range: 1-7
NUMERIC_CHAIR Determines the minimum length of a user 9
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Table 1-14 System Flags and their default values

out of the system after three consecutive
Login failures with same User Name. The
user is disabled and only the administrator
can enable the user within the system.
Default: YES

Flag Description Value
NUMERIC_CONF Determines the minimum length of a 9
_PASS_MIN_LEN conference password.

Default: 9

Range: 9-16
PASSWORD Determines the number of days that 60
_EXPIRATION passwords remain valid.
_DAYS Default: 60

Range: 7-90
PASSWORD Determines how many days before 7
_EXPIRATION password expiration a warning of pending
_WARNING_DAYS | password expiration will be displayed to the

users.

Default: 7

Range: 7-14
PASSWORD Determines how many previous passwords 10
_HISTORY_SIZE are recorded to prevent users from re-using

previous passwords. The list is cyclic, with

the most recently recorded password

causing the deletion of the oldest recorded

password.

Default: 10

Range: 10-16
SESSION_TIMEOUT | The number of minutes after which, if there 15
_IN_MINUTES is no input from the user, the user’s

connection to the RMX is terminated.

Default: 15

Range: 1-999
USER_LOCKOUT When this flag is set to YES, a user is locked YES
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Table 1-14 System Flags and their default values

Flag Description Value
USER_LOCKOUT Determines the time period during which 0
_DURATION_IN three consecutive Login failures occur that
_MINUTES will result in the user being locked out.

Default: 0

Range: 0-480
USER_LOCKOUT Determines the time period for which the 60
_WINDOW_IN user is locked out.
_MINUTES Default: 60

Range: 0-45000

Modifying Flag Values

System security can be further strengthened by modifying the default flag
values. These modified values are applied to the system when the
ULTRA_SECURE_MODE System Flag is set to YES.

To modify the system configuration flags:

1 Onthe RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Locate and double-click on the System Flag to be modified.

The Update Flag Name dialog box opens.

In the New Value field, enter the value required for the flag.

Click the OK button to close the Update Flag Name dialog box.

Repeat steps 2 to 4 for each flag value to be modified.

Click the OK button to close the System Flags dialog box.

In the Reset Confirmation dialog box, click Yes.

0O NO U bW

In the Please wait for system reset message box, click OK.

‘ System restart may take up to five minutes.

9 Refresh the browser periodically until the RMX Web Client - Terms of
Usage screen is displayed.

10 Connect to the RMX. See ”"Connecting to the RMX” on page 1-43.
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Procedure 7: Enable Network Separation
(RMX 2000)

The RMX 2000, prior to the Network Separation procedure, hosts all
signaling, management, and media traffic via the LAN 2 port.

Network Separation is enabled/disabled according to the setting of the
SEPARATE_MANAGEMENT_NETWORK System Flag. When the
System Flag value is YES, media and signaling traffic between IP
endpoints and the RMX is hosted using the LAN 2 port, while RMX
management sessions are hosted using the LAN 3 port.

The RMX 1500 and RMX 4000 are designed with separate ports and
networks for signaling, management and media, therefore this flag setting
is not relevant. For more information see "RMX 1500 Power, Signaling and
Media Cables” on page 1-7 and "RMX 4000 Signaling, Media and
Management Cables” on page 1-12.

Enabling Network Separation

LAN 2 Port - Signaling —I I— LAN 3 Port - Management

RMX

IP Endpoints RMX Web Client / RMX Manager
Management Sessions

Figure 2  Signaling and Management Network Separation
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To enable network separation:

(The RMX must be in Ultra Secure Mode.)

1 Onthe RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Locate and double-click on the
SEPARATE_MANAGEMENT_NETWORK System Flag entry.

The Update Flag Name dialog box opens.

In the New Value field, enter YES.

Click the OK button to close the Update Flag Name dialog box.
Click the OK button to close the System Flags dialog box.

In the Reset Confirmation dialog box, click No.

N o0 hW®

In the RMX Management pane, click the IP Network Services (£ )
button.

8 Inthe IP Network Services list pane, right-click the Management
Network (f) entry and select Properties.

9 Enter the Control Unit IP, Shelf Management IP and Subnet Mask
addresses in their respective field boxes.

10 Click the Routers tab.
11 Enter the Default Router IP Address.
12 Click the OK button.
A Reset Confirmation dialog box is displayed.

13 Connect a workstation that is connected to the Management LAN to
the RMX’s LAN 3 port.

14 In the Reset Confirmation dialog box, click Yes.

$ | system restart may take up to five minutes.

15 On the workstation that was connected to the RMX in Step 13, start
the RMX Web Client application:

a Inthe browser’s address line, enter the Control Unit IP Address in
the format: https://<Control Unit IP Address>.

b  Press Enter.
16 Connect to the RMX. See “Connecting to the RMX” on page 1-43.
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Procedure 8: Configure IVR Settings.

Perform this procedure if a password is to be used to access the conference,
otherwise skip.

1 Inthe RMX Management pane, click IVR Services.
The IVR Services list opens.

S TForarCo
G X g el |m
Display N|Status |ID |StartTim|E}(Tir Mame | |Languaga Service Type
S OPER /0 Singl 35958 00:29 17:59 | En Queue I¥R Service English Entry Queue I'
g [#]5]

Conference I¥RS i Jl Fralich ranf ¥
Delete Service

Jef Default Conference IYR Service
Add Supported Languages

Replace/Change Music File

Propetties

TR Services

2 Right-click the Conference IVR Service and select Properties
3  Click the Conference Password tab.

The Conference IVR Service Properties - Conference Password dialog box
is displayed.

3 Glohal

> Welcome Conference IVR Service Name:

3 Conference Charperson

3 General
3 Roll Call ¥ Enable Password Meszages
3 Vidna Sorviess —
3 DTMF Codes
Recsitr g =

3 Operator Assistance Request Passward: [Conimenen_Passud =] 0] Add Massage Fils

£ None

Retry Fassword:  |Reiy_Comirarmen_Poc =] ) Add Massage Fils
Drial-Cust

Request
w n
Password Request Digit: Foquest_Digtwre =] B Add Massage Fils

" Hona

 Request Digit
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4  Select the Enable Password messages.
5 Set Dial-in to Request Password
6  Set Dial-Out to Request Password
7 Click the Roll Call tab.
The Conference IVR Service Properties - Roll Call dialog box is
displayed.
L —— )
> Glohal
¥ *G':““‘* Confurance IVR Service Name: [Cerfeseren TR Sorvee
T
> Videa Serviess

Name | Message rile |
3 DTMF Codes

3 Operator Assistancs

Rall Call Recard Rall_Call_Recard.ww
Rall Call Joined  Rall_Call_Jained mav
Roll Call Left  Rall_Call_Left.way

Reall Call Review Rall_Call_Rovicw_Namesmv

8 Select Enable Roll Call.
9 Click the OK button.
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Procedure 9: Optional. Modify Default Login
and Main Screen Banner Text

The Login and Main Screens of the RMX Web Client and the RMX Manager
display warning text banners cautioning users to the terms and conditions
under which they may log into and access the system.

The Login and Main Screen banners can be enabled when the RMX is not in
Ultra Secure Mode but cannot be disabled when the RMX is in Ultra Secure
Mode.

The ULTRA_SECURE_MODE System Flag affects the display of the Login
and Main Screen banners as follows:

e  When set to YES, the banners cannot be disabled.

*  When set to NO, banner display is according to the check box
selection in the Banners Configuration dialog box.
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Login Screen Banner

The Login screen banner displays the terms and conditions for system
usage as follows:

POLYCOM | RMX 2000

purpnaes including. bub nat limited to, peactration testing, COMSET
ilusiny. network s il del perzurmnel

Accept
Button 4
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The default text is:

You are accessing a U.S. Government (USG) Information System
(1S) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this
IS), you consent to the following conditions:

— The USG routinely intercepts and monitors
communications on this IS for purposes including, but
not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and
counterintelligence (Cl) investigations.

— At any time, the USG may inspect and seize data stored
on this IS.

— Communications using, or data stored on, this IS are
not private, are subject to routine monitoring,
interception, and search, and may be disclosed or
used for any USG authorized purpose.

— This IS includes security measures (e.g-,
authentication and access controls) to protect USG
interests--not for your personal benefit or privacy.

— Notwithstanding the above, using this 1S does not
constitute consent to PM, LE or ClI investigative
searching or monitoring of the content of privileged
communications, or work product, related to personal
representation or services by attorneys,
psychotherapists, or clergy, and their assistants.
Such communications and work product are private and
confidential. See User Agreement for details.

The user must click the Accept button before the Login screen is displayed.
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Main Screen Banner

The Main Screen banner is displayed at the bottom of the screen. It is
intially blank and can be customized

POLYCOM | RMX 2000

isplay Nststes [0 |start Tim|Cnd Tims [Namme  |Status |Rale |iP Addres|Aas Na |Natwark |Disins Oijaudic  |v | ERRRSRRENN
Search
Froe  |Mam ' 7|Dialivg WP
B ves @owo 1
(=} 17r.2i. ¥ Cislo 1
g sdisd 3 Dinlo 0.
(=} xovev  fag Dislo 1L

T FanageEnE

a

Froquently Used %
% Connections

B s

O Sgnaleg Monkor

WP Mardwar Monder

5 Hesting Rooms.

Tl Reservatiors

4] J ML — 1 ¥
_______ _PartcipantAlerts e P jex ¥olce [ 676 WA Video [ 0740 W0 HEU State: HAJOR
EMER L O e TR D o T T T e L0 T L ot S Y 0 D R A LR R R T

Banner

Customizing Login and Main Screen Banners
The Login and Main Screen banners can be customized when the RMX is in
either Ultra Secure Mode or non-Ultra Secure Mode.

To customize the banners:
1 Inthe RMX menu, click Setup > Customize Display Settings >
Banners Configuration.
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The Banners Configuration dialog box opens.

Banner Configuration A

[ Login Page Banner:

Sample 1 -

Sample 1
Sample 2

Sample 3
Sample 4
Custom

"fou are accessing a LS. Govermment [USG] Information System (5] that is provided for USG-authorized use only, {A]
By using this |5 [which includes any device attached to this 15), you consent to the following conditions:

- The USG routinely intercepts and maritors commurnications on this IS for purposes including, but not imited ta,
peneialion testing, COMSEL monioring, ntwerk operations and defense. personnel misconduct P, law enlorcement ()

[ Main Fage Bannsr:

2 Customize the banners by modifying the following fields:

Table 1-15 Banner Configuration

Description
Field Restore
Check Box Text Field Default Button
Login Page Select or clear | Edit the text in this Click the button
Banner the check box field to meet local to restore the
to enable or requirements: default text to
disable the e Banner content the banner.
display of the is multilingual
banner. and uses
Banner display Unicode, UTF-8
Main P cannot be encoding. All text
Bam ag¢ | disabled in and special
anner Ultra Secure characters can
Mode. be used.
e Maximumbanner
size is 100KB.
* The banner may
not be left blank
in Ultra Secure
Mode.

3 Click the OK button.
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Procedure 10: Rename the Default POLYCOM
User

To rename the default POLYCOM user:

1 Inthe RMX Management pane, click the Users (1)) button.

Il
2 The Users pane is displayed.
3 Select the POLYCOM user.

i X
User Marmne |Authnr|zatmn Lewvel |D|sah|ed
£ poLrcom | administrator Mo

Delete LUser

Change User Password

Rename Liser

Disable User

Uset Propertics

4 Select Rename User in the menu.

The Rename User dialog box is displayed.

ReEname User i

few ter flame:

5 Enter a new User Name in the New User Name field and click OK.

The user is renamed and is forced to change his/her password.
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Procedure 11: Disable Inline AutoComplete
Option in Web Browser

To protect both User Names and Passwords it is recommended to disable
the Inline AutoComplete option in the web browser on the workstation.

To disable the Inline AutoComplete option in Internet Explorer®:
1 Inthe web browser menu, select Tools > Internet Options.
2 Select the Advanced tab.

3 Clear the Use inline AutoComplete check box.

@ Microsoft Internet Explorer

i Fle Edit View Favorites | Tooks

EOBack' Y - [x]

 address | &] http:fjwww.polycom)

Help

Mail and News 3
Pop-up Blocksr »
Manage Add-ons...

Synchronize. .

‘Windows Update

Windows Messenger
Diagnoss Connection Froblems...
Sun Java Consale

| snternet optians. . |

Internet Options

General | Security| Privacy | Content | Connections ngrams

Home page
% “fou can change which page to use for your home page.

Address:‘Internet Options \

General | Security | Privacy | Content | Connections | Progiams| Advanced]

Temparary Intems|| | Seftings:
Pages yol
5
, i Natify when downloads complete ~

Fieuse windows for launching shortcuts
Shaw fiendly HTTF error messages
[ Show fiendly URLs
e Shaw Go button in Address bar

=] Underlre links

@ The Hists (@) Aways
quick acd <

Daystak

©

| [ Useinline AuloComplels |
5% Pasaiwe FTF [for frewall and DL modem compatibilly)
[ s smaoth seraling

&) HTTP 1.1 settings

Use HTTP 1.1

[ Use HTTF 1.1 through prosy connections
& Java (Sun) v
< .’.

Restare Defaults

4 C(Click the OK button.
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Procedure 12: Configure an Inbound and
Outbound Access List

For security reasons it is important that an Access Control List is configured
for both inbound and outbound network traffic on the switch port that the
RMX Management Network (LAN 3 port) is connected to. The format and
configuration method of the Access Control List will vary depending on the
type of switch that is used.



Antivirus

Guidelines

Scheduling
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McAfee® SDK Antivirus, included in this version, can be enabled / disabled,
updated and scanning times can be set and scheduled.

The McAfee® SDK Antivirus application scans the following types of files:

All files that are sent and loaded to the RMX
All RMX versions

IVR files

TLS certificates

Restore and Backup configuration files

McAfee® SDK Antivirus is supported in Ultra Secure Mode.

Audit files entries resulting from Antivirus scans are time stamped in
GMT.

Zip files cannot be un compressed.
RMX 2000’s with 512Mb Control Units are not supported.

The McAfee® SDK Antivirus application must be enabled and scheduled
by an administrator or a user with administrator permissions.

1
2
3

To enable/disable the Antivirus Application/Scan:
In the Setup menu, click Antivirus to open the Antivirus dialog box.

Enable/Disable the Antivirus application/scan by selecting the
Anti Virus Scan check box. When enabled and a scan is not
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1-68

scheduled, the system will initiate based on the default setting.

W anti Virus Scan

Recurrence Pattern

Pattern: monthly =
Run at |14:20 ~= onday |1 Eli of the month

Send Anti Wirus Update

Cancel

When enabled, adjust the antivirus scheduling by modifying the
fields as described in Table 1-16.

Table 1-16 Antivirus — Scheduling

Field Description
Recurrence |Hourly [If hourly is selected, then choose the minutes past
Pattern the hour to run the antivirus application.

Recurrence Pattern

Pattern: haurly -

Run at |0 3: minutes pastthe hour
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Table 1-16 Antivirus — Scheduling

Field

Description

Recurrence
Pattern
(cont.)

Daily

If Daily is selected, choose the day of the week to
run the antivirus application.

Pattern: i
Run at |15:35 5 every:

[ sunday [~ Maonday [ Tuesday 7 wednesday

[~ Thursday ™ Friday [ saturday

Monthly

Select the day (1-31)of the month to run the
antivirus application.

Recurrence Pattern

Pattern: monthly =
Run at |09:32 ~= onday |0 Eli of the month

Update the Antivirus DAT file
For more information see “Antivirus Updates” on page 1-70.

5 Click Send Aniti Virus Update to open the Install Software dialog

box.

Install Software =

File Path:

Browse

6 C(lick Browse and determine the file location and then select the file.

@ The McAffee file is converted automatically to a TAR file with a .tgz file

extension.
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Scan Results

7 Click Send to install the file. When uploaded, the DAT file is checked
and verified on the RMX.

a If the file is found to be invalid, an error message “The DAT file is
invalid” appears on screen.

b Reload the DAT file.
8 C(lick Close.

* Schedule anti-virus scans in accordance with your site policies.

* Anti-virus scans impose a significant burden on the system that could
impact system performance. Schedule system scans for times when the
system is in maintenance mode or when little or no conferencing activity is
anticipated.

If a virus is detected an Active Alarm is triggered: “ Antivirus detected: <text
from Antivirus>".

Reset the RMX to remove or cancel the Active Alarm. When a new scan is
initiated and the antivirus warning has not been removed the Active Alarm
is reactivated.

In the Faults list when the Antivirus scan activates the following message
appears: “ Antivirus scan running”.

Upon completion of the scan the Fault list displays a follow-up message:
“ Antivirus scan completed” .

Antivirus Updates

The administrator must manually update the .dat file, containing
signature file updates, of the McAfee® SDK Antivirus application. This
DAT file must retrieved from the official McAfee® web site at the
following web address:
http:y//update.nai.com/Products/CommonUpdater

Locate the 75+ Mb file: avvdat-xxxx.zip

For example: avvdat-6194.zip
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Index of /Products/CommonUpdater

Hame Last modified Size Description

@ Parent Directory -

@ current/ 03-5ep-2010 15:59 -
61596160avv.gem 11-Dec-2010 11:11 TOK
61856186avyv.gem 11-Dec-2010 11:11 28K
6186618Tavv.gem 11-Dec-2010 11:11 170K
61876l88avv.gem 11-Dec-2010 11:11 51K
61886189 avv.gem 11-Dec-2010 11:11 S5TE
61896190avv.gem 11-Dec-2010 11:11 65K
61906191avv.gem 11-Dec-2010 11:11 43K
61916192avv.gem 11-Dec-2010 11:11 108K
61926193avv.gem 11-Dec-2010 11:11 112K
61936194awy +3—Fm =510 =

8| avvdat-6194.zip 11-Dec-2010
& avvdat.iInT Ti=Pec=2010

3.4K

This zip file is regularly updated at McAfee® web site. Installing the file
overwrites the current installed file and this file can be updated even if the
antivirus application is scanning the system.

During every scan, the RMX system checks if there is a DAT file update.
When the DAT file is not updated in the past 30 days, an active alarm is
triggered: “Antivirus initial DAT files are outdated and must be updated”. This

alarm appears in the Active Alarms list. The active alarm terminates when
the antivirus scan activates.

Downloading and Converting the ZIP file to TAR

Download the zip file to a local PC/laptop. The McAffee file is
automatically converted to a TAR file with a .tgz file extension..

o,

‘ Q Schedule signature file updates in accordance with your site policies.
s

S

’
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Active Alarms

Table 1-17 lists the Active Alarms that can occur on the system.

Table 1-17 Antivirus Active Alarms

Active Alarm

Description

Virus scan in progress

RMX system is running a virus scan.

Invalid DAT (virus database) file

The DAT file downloaded onto the
system is corrupt or invalid. Upload the
file again.

A virus threat has been detected

A virus has been detected on the RMX.

Virus scan has been terminated by
time-out

The Virus scan was terminated by a
time-out on the RMX system.

Antivirus initial DAT files are
outdated and must be updated

The Antivirus initial DAT files are
outdated and must be updated on the
RMX system.

Logger File Additions

New antivirus statuses have been added to registry of the Logger Utility.
The following new antivirus statuses are written to the logger file:

Scan start

Scan end

Scan schedule

Scan schedule change
Virus found

DAT file update

Any Antivirus alert
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Integration with Microsoft® Active Directory™

It is possible to configure direct interaction between the RMX and
Microsoft Active Directory for Authentication and Authorization of
Management Network users.

The following diagram shows a typical user authentication sequence
between a User, RMX and Active Directory.

RMX
Web Client /
Manager
CMA
DMA

API

Authenicate
Realm, Username,
Password

XML over TLS

Authenication OK
RMX Role (Authorization)

4 XML over TLS

RMX

Authenicate
Realm, Username, Password

NTML over TLS / Basic over TLS

Authenication OK

Query User
LDAP aver TLS

\QTML over TLS [ Basic over TLS

/huery Result - Group Name

Active
Directory

LDAP over TLS

Translate

AD Group Name
to RMX User Type

<

—_

Internal RMX Database and Active Directory in Ultra

Secure Mode

Authentication is first attempted using the internal RMX database. If it is
not successful, authentication is attempted using the Active Directory.

Guidelines

¢ The RMX maintains a local record of:

— Audit Events - users that generate these events are marked as
being either internal or external.

— Successful user logins

— Failed user login attempts
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*  User passwords and user lockout policy for external users are
managed via Active Directory’s integration with the user’s host
machine.

*  Enabling or disabling Active Directory integration does not require a
reset.

*  Multiple Machine Accounts with various roles are supported.
*  Microsoft Active Directory is the only directory service supported.

*  Active Directory integration is configured as part of the Management
Network.

*  Both [Pv4 and [Pv6 addressing are supported.

Enabling Active Directory Integration

To configure Directory Services:
1 Onthe RMX menu, click Setup > Directory Services.

The Directory Services - Configuration dialog box is displayed.

Directory Services

3 Configuration

V¥ Connect to the Enterprise Directory server
3 Role Mapping

Directory Type: S Active Directary
IP Address or DNS Name: [
Search Base DN: [
Authentication Type: Plain Test -
Pl Tt
NTLM

2 Modify the following fields.

Table 1-18 Directory Services - Configuration

Field Description

Connect to the Select this check box to enable or disable the
Enterprise Active Directory feature.

Directory Server
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Table 1-18 Directory Services - Configuration (Continued)

Field Description

IP Address or DNS | Enter the IP address or DNS name of the
Name Enterprise Directory Server (Active Directory).
Search Base DN Enter the starting point when searching for User

and Group information in the Active Directory.
For example if the Domain Name is:
mainoffice.bigcorp.com.uk

The entry in this field should be:
CN=Users,DC=mainoffice,DC=bigcorp,D
C=come,DC=uk

Authentication Select the Authentication Type from the drop-
Type down menu:

e Plain Text

e NTLM

Note: NTLM must be selected when working in
a secure environment.

3 Click the Role Mapping tab.
The Directory Services - Role Mapping dialog box is displayed.

> Configuration

> Role Mapping Authorization Level to Directory Role Mapping

Set a directory role for at least one RMX authorization level

Administrator
Operator
Chairperson
Auditor

In Ultra Secure Mode there are only two user types: Administrator and
Operator.

— Each of the RMX user types: Administrator and Operator can be
mapped to only one Active Directory Group or Role according to
the customer’s specific implementation.
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— An RMX user that belongs to multiple Active Directory Groups is
assigned to the Group with the least privileges.

4 Map the RMX User Types, to their Active Directory roles by modifying
the following fields.

Table 1-19 Directory Services - Role Mapping

Field Description

Administrator At least one of these User Types must be

mapped to an Active Directory Role.

Operator

5 Click OK.



Basic Operation

The most common operations performed via the RMX Web Client are:

*  Starting, monitoring and managing conferences

*  Monitoring and managing participants and endpoints as individuals
or groups.

— Participant - A person using an endpoint to connect to a
conference. When using a Room System, several participants use a
single endpoint.

— Endpoint - A hardware device, or set of devices, that can call,
and be called by an MCU or another endpoint. For example, an
endpoint can be a phone, a camera and microphone connected to
a PC or an integrated Room System (conferencing system).

— Group - A group of participants or endpoints with a common
name.

Starting the RMX Web Client

Before you begin, get the following information from your system
administrator:

e Username
e Password
e MCU Control Unit IP Address

2-1
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To start the RMX 1500/2000/4000 Web Client:

1 Inthe browser address line, enter
https://<Control Unit IP Address> and press the Enter key.

The RMX Web Client - Terms of Usage screen is displayed.

POLYCOM | RMX 2000

a the lallamng camblans:
= The USE sndinely mdorcepls sl somoss commmcations on s 15 lo
wechathn, bl nusl st b, COMSELD
manlonng, notwek opeisbions and delense, porsannel mescondect [PM], L
ILE], and =] |
Accept
Button > =

2 Click the Accept button to agree to the terms and conditions
displayed in the banner.

The Login - Welcome screen is displayed:

7" Polycom RMX 2000

3  Enter your User Name.

4  Enter your Password.

2-2
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5 Click Login.
The RMX Web Client - Main Screen is displayed.

The RMX Manager is faster than the RMX Web Client and can give added
efficiency to RMX management tasks, especially when deployed on
workstations affected by:

¢ Lack of performance due to bandwidth constraints within the LAN/WAN
environment.

* Slow operation and disconnections that can be caused by the anti-phishing
component of various antivirus applications.

For more information see "Installing RMX Manager for Secure Communication
Mode” on page 3-1.
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RMX 1500/2000/4000 Web Client Screen

Components
The RMX 1500/2000/4000 Web Client’s main screen consists of five panes:

2-4

*  Conference List

*  List Pane

*  RMX Management

*  Status Bar

*  Address Book

*  Conference Templates

For more information, see the RMX 1500/2000/4000 Administrator’s Guide,
"Users, Connections and Notes” on page 10-1.

POLYCOM | RMX 2000

Conferences
List L ration Sehp Melb -
R L B =% dd = g
Cisplay | Status |10 | start Tun | Emd Tiene [Hame [status  |Rule [P Adures] Alias Ha [Hetwork [Dealing 0 Audr 3
. Trpe | [Ham - ¥]bisting #{1e %
List = 1rzez. € oisle 1,
(F=3 172.22. @3 Dislo 17 2
[ sdfstf i Disle 0. 8
(= xevey €3 Dislo 1,
Address
Book
RMX
Management — i ——
= [
Frequently Used &
Conference FhEiag
Templates -
Tab O S Mordon
W Hardwane Moritor
B5 mesting Roons
| Ressrvations
| | s I |

Status Bar — EESUIEGMIERENS  parucipantalerts
Banner

oBUTUEAON Halce . )

07T ideo.

O 7T WU SEATS: HAJR

R4 A DD 5 STERANMD 3 SUBIECT T0 MO TOMIT, UMAUTHORIZED USE bAY SUBIECT Y U T0 ADMBSSTRATIVE ACTION OF CUMEIAL SROIECUTION AND IEMAL TISE,

The main screen can be customized. For more information, see

”Customizing the Main Screen” on page 2-13.
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Viewing and System Functionality Permissions

Viewing and System Functionality permissions for Administrators and
Operators are summarized in Table 2-1:

Table 2-1  Viewing and System Permissions

Authorization Level

Operator Administrator

Viewing Permissions

Conference List v v
List Pane v v
Address Book v v
Conference Templates v v
Status Bar v v
RMX Management v v
Conference Alarms v v
Conference Status v v
Configurations v v

System Functionality

Start Conferences v v
Monitor Conferences v v
Monitor Participants v v
Solve Basic Problems v v
Modify MCU Configuration v
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Conferences List

If you are logged in as a user with Operator or Administrator
permissions:

The Conferences pane lists all the conferences currently running on the
MCU along with their Status, Conference ID, Start Time and End Time data.
The number of ongoing conferences is displayed in the pane’s title.

Save Conference
to Template

Delete Conference ——

New Conference ———d& % &

Name [Status [1p

Toolbar
List Headers

[ start Time [End Time |
S POLY 8y MotFull; 56100 9:59 AM  11:20 AHM

2% SUPP B, MotFull; 99754 2:59PM  1:04 PM

s Conference Data
2 Mark 90111 1:16 PM 1:04 PM

The Conferences list toolbar contains the following buttons:

* New Conference - to start a new ongoing conference.

Delete Conference - delete the selected conference(s).

List Pane
The List pane displays details of the item selected in the Conferences pane
or RMX Management pane. The title of the pane changes according to the
selected item.
[PEFREIDaRTs (12715) |
L Total number of participants
RMX Management
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The RMX Management pane lists the entities that need to be configured to
enable the RMX to run conferences. Only users with Administrators
permission can modify these parameters.

The RMX Management pane is divided into two sections:

*  Frequently Used - parameters often configured monitored or
modified.

Rarely Used - parameters configured during initial system set-up
and rarely modified afterward.
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The Status Bar at the bottom of the RMX Web Client contains Systerm and
Participant Alerts tabs as well as Port Usage Gauges and an MCU State
indicator.

... SystemAlerts ParticipantAlerts ; 2, Port Usage: Video 74 7 ool W MCU State: NORMAL

System Alerts

This is a list of system problems. The alert indicator flashes red when at
least one system alert is active. The flashing continues until a user with
Operator or Administrator permission reviews the list.

The System Alerts pane is opened and closed by clicking the System Alerts
button in the left corner of the Status Bar.

Active
AN L —
| Time Category |Level |Code Process Mame | Description
(@ w/25/2006 general  major  IP_SERVICE_CHANGED CSMngr ip service was changed, reset the RMX (Task staty
'@ 9/13/2006  card major  NO_CONNECTION_WITH_CARD  Cards Board 10:0, Card Type:switch, Description: No ca
Faults () 2/13/2006  genersl  major  INTERMAL_MCU_RESET MornsDaeme Mo connection with Switch (Task status: Normal)
List (@ 2/13/2006 general  major  INSUFFICIENT_RESOURCES Resource  Insufficient resources (Task status: Normal)
O orisiznne card major  CARD_STARTUP_FAILLRE Cards Board ID:0, Card Type:illegal, Deseription: MFA s/
|@ sr19/2006  general  major  cFG_cHanGeD Meubngr SYSTEM CFG was changed, reset the RM¥ (Task s

For more information about Active Alarms and Faults List, see the
RMX 1500/2000/4000 Administrator’s Guide, ”System and Participant Alerts”
on page 14-18.

Participant Alerts
This is a list of participants that are experiencing connection problems. It
is sorted by conference.

The Participant Alerts pane is opened and closed by clicking the
Participant Alerts button in the left corner of the Status Bar.

Participant Alerts

Conference |Mame  |Status | DisconnectionTime |Rale [IP Address |Alias [Network |Dialing Direction | Audio | viden | Encryptia |FECC Tol
@
Marketing  fy W69 QD discon  9/21/2006 2:18 PM 172.22.189 H.323 4% Disl out q
= Marketing  fay ¥96 QI discon  9/21/2006 2:18 PM 172.22.186 H.323 4% Disl out o
-
3%
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Port Usage Gauges
The Port Usage gauges indicate:

*  The total number of Video or Voice ports in the system according to
the Video/Voice Port Configuration.

*  The number of Video and Voice ports in use.
*  The High Port Usage threshold.

Total Allocated Video Ports (CIF resolution) In System

Video Ports In Use

Video Port Usage Indicator

Total Allocated Audio Ports In System

Audio Ports In Use

Audio Port Usage Indicator

Port Usage: Yoice 20 f SOMM  Yideo 24 f 7

Audio and Video High Port Usage Threshold I |

The High Port Usage threshold represents a percentage of the total number
of video or voice ports available. It is set to indicate when resource usage
is approaching its maximum, resulting in no free resources to run
additional conferences. When port usage reaches or exceeds the
threshold, the red area of the gauge flashes and a System Alert is
generated. The default port usage threshold is 80% and it can be modified
by the system administrator. For more information, see the

RMX 1500/2000/4000 Administrator’s Guide for Maximum Security
Environments, ”Setting the Port Usage Threshold” on page 14-60.
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MCU State
The MCU State indicator displays one of the following:

[Starting up (15:25) | - The MCU is starting up. The time remaining until
the system start-up is complete is displayed between brackets while a
green progress indicator bar indicates the start-up progress.

Progress Indicator Bar Time Remaining

[FStarting up (15:25) |

W meu state: NorvaL | — The MCU is functioning normally.

/\meu state: mazor | - The MCU has a major problem. MCU behavior
could be affected and attention is required.
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Address Book

The Address Book is a list of Participants and Groups that have been defined
on the RMX. The information in the Address Book can be modified only by
an administrator. All RMX users can, however, view and use the Address
Book to assign participants to conferences.

The Address Book toolbar contains a Quick Search field and the following
six buttons:

*  New Participant *  New Group
*  Delete Participant *  Delete Group
*  Import Address Book *  Export Address Book
New Grou
Delete Participant P
o Delete Group
New Participant —— Import Address Book
—I liExport Address Book
<4—Click
,-,04:, ,-Rx |_%_"TI @ EZ [ Quick Search: to hide
Audio Participant Type V|Name V|Dia|ing Dir V|IP Address,-"PhV|_’\_ Address
N B 1.2.3.12 4 Dialout  1.2.3.12 Book
Video Participant —|[g, 1.2.3.13 5 Dialout  1.2.3.13
Group _— & 1.2.3.14 3 Dialout  1.2.3.14 " Quick
[l 1.2.3.15 23 Dialout  1.2.3.15 Search
[k 1.2.3.16 42 Dial in 1.2.3.16

Address Book entries are listed according to:
* Type - whether an individual Participant or a Group of participants
* Name - of the participant or group

* Dialing Direction - Dial-in or Dial-out

IP Address/Phone - of the participant
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Displaying and Hiding the Address Book
The first time you access the RMX Web Client, the Address Book pane is
displayed. You can hide it by clicking the anchor pin (€¥) button.

The Address Book pane closes and a tab appears at the right edge of the
screen.

Click the tab to re-open the Address Book.

Click tab to open Address Bookj

BB M % @0 B =@ £
Mame |Status |Ro|e |IP nddress‘ alias Na |Networl< |D\a|ing Di| Audia | Yidea | Encryption ‘FECC Token ‘ g
= POLYCOM_1040411116 (5 participants) g’

iy 1.2.3 = conn 1.2.3.14 H.323 4z Dialo _%
fex 1 Ak waiti 1.0.0.0 H.323 4% Diali o ‘B 5
fex 1232 <@ conn 1.0.0.0 H.323 43 Dialao

Conference Templates

Conference Templates enable administrators and operators to create, save,
schedule and activate identical conferences.

A Conference Template:
*  Saves conference and Operator conference Profiles.

*  Saves all participant parameters including their Personal Layout and
Video Forcing settings.

*  Simplifies the setting up Telepresence conferences where precise
participant layout and video forcing settings are crucial.
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Displaying and Hiding Conference Templates

The Conference Templates list pane is initially displayed as a closed tab in
the RMX Web Client main window. The number of saved Conference
Templates is indicated on the tab.

S e ®m i@ Qe wme e Ee G g R B E

G Kol e 4
Display N[stats 1D [start Tim[End Time [Name [status [rale 17 addees] alins Na |Metwork [Dialing D audio _
g5 bram I Singl UZUSE  ZUZPM 1SZPM O[S Bream (1 participant)
& suPe ML Singl 87331 1283 1:53PM | el 4 Conn 0.00.1 W23 63 Dule

Conference Templates Tab

g
3
a
g
g
3
3
2
£
8

Number of Saved Conference Templates

Clicking the tab opens the Conference Templates list pane.

Delete Template

Start Template Click to hide the

New Template —

of wE 24 HF

I—Schedule Template Conference Templates List l

Template Name

© |

deb_conf_for_template

3

List of |
Saved —L
Templates

deb_template

2

Number of Saved Conference Templates

Hide the Conference Templates list pane by clicking the anchor pin (£3)
button in the top right corner of the pane.

The Conference Templates list pane closes and a tab appears in the top right
corner of the screen.
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Customizing the Main Screen

You can customize the main screen according to your preferences. Pane
sizes can be changed, column widths can be adjusted and data lists can be

sorted.
Customization settings are automatically saved for each logged-in user.

‘ The next time the RMX Web Client is opened, the main screen settings appear
as they were when the user exited the application.

To re-size a pane:

>> Move the pointer over the pane border and when the pointer
becomes a 4k click and drag the pane border to the required size and
release the mouse button.

To adjust column width:
1 Inthe column header row, place the pointer on the vertical field-
separator bar of the column.

2 When the pointer becomes a +, click and drag the field separator bar
to the required column size and release the mouse button.

To sort the data by any field (column heading):

1 Inthe Conference list or List view pane, click on the column heading of
the field to be used for sorting.
A % or & symbol appears in the column heading indicating that the
list is sorted by this field, as well as the sort order.

2 Click on the column heading to toggle the column’s sort order.

To change the order of columns in a pane:

>> Click the column heading to be moved and drag it to its new position.
When a set of red arrows appears indicating the column’s new
position, release the mouse button.

To restore the RMX 1500/2000/4000 display window to its default

configuration:

>> On the RMX 1500/2000/4000 menu, click View > Restore RMX
Display Defaults.

Wiews | Administration  Setup  Help

Zaom hd

Restore RMY Display Defaults
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Customizing the RMX Management Pane
The RMX Management pane can be viewed either as a list or as a toolbar.

To switch between Toolbar and List Views:

>> In the RMX Management pane, click the Toolbar View button to switch
to Toolbar view.

>> In Toolbar view, click the List View button to switch back to List view.

Toolbar View Button

| M X dnagemen

Frequently Used

3

E!EI‘E] Connections List View

I;Ql).z. Users

£k Central Signaling

g5 Hw Monitor

List View Button

B E G @ g 43 & Er i —Toolbar View

You can move items between the Frequently Used and Rarely Used sections
depending on the operations you most commonly perform and the way
you prefer to work with the RXM Web Client.

This only works in List view because in Toolbar view, all items are
represented by icons.

To expand or Collapse the Frequently Used and Rarely Used sections:
The Frequently Used and Rarely Used sections can be expanded or collapsed
by clicking the 2| and ¥| buttons.

To move items within and between the Frequently Used and Rarely

Used sections:

1 Inthe RMX Management pane click and drag the icon of the item that
you wish to move.

An indicator line (/) appears indicating the new position
of the icon.
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2 Release the mouse button when the icon is in the desired position.

List

View

L
RME Managemen

-

T Users had

9 Mesting Rooms k
e E3]
B reoers 2 A

Rarely Used
iR

4§ Conference Profiles
B Nekwarks

% Entry Queues

3 SIP Factories

2 Central Signaling /
W5 Huw Monitor

The new position of the

/Networks icon
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Starting a Conference

There are several ways to start a conference:

2-16

Clicking the New Conference button in the Conferences pane. For more
information, see “Starting a Conference from the Conferences Pane” on
page 2-17.

Dialing in to a Meeting Room.

— A Meeting Room is a conference that is saved on the MCU. It
remains in passive mode until it is activated by the first
participant, or the meeting organizer, dialing in.

For more information about Meeting Rooms, see the RMX 1500/2000/

4000 Administrator’s Guide, "Meeting Rooms” on page 3-1.

Dialing in to an Ad Hoc Entry Queue which is used as the access point

to the MCU.

For a detailed description of Ad Hoc Entry Queues, see the RMX 1500/
2000/4000 Administrator’s Guide, "Entry Queues, Ad Hoc Conferences
and SIP Factories” on page 4-1.

Start a Reservation:

— If the Start Time of the Reservation is past due the conference
becomes ongoing immediately.

— If the Start Time of the Reservation is in the future the conference
becomes ongoing, at the specified time on the specified date.

For more information, see “Starting a Reservation” on page 2-27.

Start from any Conference Template saved in the Conference Templates
list.
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Starting a Conference from the Conferences Pane

To start a conference from the Conference pane:
1 In the Conferences pane, click the New Conference () button.

The New Conference — General dialog box opens.

Displny Name:

[SUFPORT_1483412004

ouraton: —gm 3
Routing Hame: li
Profile: Fachory_Video Profie =|
10 -
Conforence [— g
Chairpersen Password: —
Rarely Used : Restrve Rosources for VidooParicipants: [0 2]
s Reserve Resources for Audio Participants: [0 =]

@ P iwtvert serns

S TSI Natr Sarvies
B Conferorcs Profies

G Ertry Comms

B 5 rutorm

B Log nalpsn

o [ oo |

The system displays the conference’s default Name, Duration and the
default Profile, which contains the conference parameters and media
settings.

The RMX automatically allocates the conference ID, when the
conference starts.

In most cases, the default conference ID can be used and you can just
click OK to launch the conference. If required, you can enter a
conference ID before clicking OK to launch the conference.

You can use the New Conference - General dialog box to modify the
conference parameters. If no defined participants are to be added to
the conference, or you do not want to add additional information,
click OK.
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General Tab

2 Define the following parameters:

Table 2-2  New Conference — General Options

Field

Description

Display Name

The Display Name is the conferencing entity name

in native language character sets to be displayed in

the RMX Web Client.

In conferences, Meeting Rooms and Entry Queues

the system automatically generates an ASCII name

for the Display Name field that can be modified using

Unicode encoding.

¢ English text uses ASCII encoding and can
contain the most characters (length varies
according to the field).

* European and Latin text length is approximately
half the length of the maximum.

¢ Asian text length is approximately one third of
the length of the maximum.

The maximum length of text fields also varies

according to the mixture of character sets (Unicode

and ASCII).

Maximum field length in ASCII is 80 characters.

If the same name is already used by another

conference, Meeting Room or Entry Queue, the

RMX displays an error message requesting you to

enter a different name.

Note: This field is displayed in all tabs.

Duration

Define the duration of the conference in hours using
the format HH:MM (default 01:00).
Note: This field is displayed in all tabs.
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Table 2-2  New Conference — General Options (Continued)

Field

Description

Routing Name

Routing Name is the name with which ongoing

conferences, Meeting Rooms and Entry Queues

register with various devices on the network such as

gatekeepers. This name must defined using ASCII

characters.

Comma, colon and semicolon characters cannot

be used in the Routing Name.

The Routing Name can be defined by the user or

automatically generated by the system if no Routing

Name is entered as follows:

* If ASCII characters are entered as the Display
Name, it is used also as the Routing Name

* If a combination of Unicode and ASCII
characters (or full Unicode text) is entered as the
Display Name, the ID (such as Conference ID) is
used as the Routing Name.

If the same name is already used by another

conference, Meeting Room or Entry Queue, the

RMX displays an error message and requests that

you to enter a different name.

Profile

The system displays the name of the default
Conference Profile. Select the required Profile from
the list.

The Conference Profile includes the Conference line
rate, media settings and general settings.

For a detailed description of Conference Profiles,
see the RMX 1500/2000/4000 Administrator’s
Guide, "Conference Profiles” on page 1-1.

Enter the unique-per-MCU conference ID. If left
blank, the MCU automatically assigns a number
once the conference is launched.

This ID must be communicated to conference
participants to enable them to dial in to the
conference.
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Table 2-2 New Conference — General Options (Continued)

Field Description
Conference Enter a password to be used
Password by participants to access the

conference. If left blank, no
password is assigned to the
conference.

This password is valid only in
conferences that are
configured to prompt for a
conference password.

Chairperson

Enter a password to be used

These fields are
numeric and have
a default length of
4 characters. The
administrator can
modify them in the
Setup - System
Configuration
settings. For more

Resources for
Video Participants

system must reserve resources.

Default: O participants.
Maximum: 80 participants.

Password by the RMX to identify the ; :
Chairperson and grant him/her information, see
additional privileges. If left RMX 1500/2000/
blank, no chairperson pass- 4000. . ,
word is assigned to the confer- Admlnlstrator S
ence. Gwdfe, "Sy_stem
This password is valid only in Configuration™ on
conferences that are config- page 14-22.
ured to prompt for a chairper-
son password.

Reserve Enter the number of video participants for which the

Reserve
Resources for
Audio Participants

Enter the number of audio participants for which the

system must reserve resources.

Default: O participants.
Maximum: 120 participants.

If all participants are undefined, dial-in and no additional
information is required for the new conference, click OK.

To add participants from the Participants Address Book or to define
participants (mainly dial-out participants) click the Participants tab.
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Participants Tab

This procedure is optional.
The Participants tab is used to add participants to the conference from the
Address Book.

It is also used to add defined dial-out participants to the conference. Defined
dial-out participants are connected to the conference automatically when the
conference is launched
5 Click the Participants tab.
The Participants tab opens.

New Conference S

3 General

Display Narne: ISUPPORT_1291I3I34DZ4
» Information Bursiems 13: :Inn 33

Mame - |IP Addres|ﬂl\as Ma |Netwurk |D|a||r|g D\‘Encrvptlun

Participants
List -

Add from Address Book

Lecturer: -

When defining a new conference, the Participants List is empty.
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The following table describes the information displayed in the
Participants List and the operations that can be performed.

Table 2-3 New Conference — Participants Tab

Column / Button

Description

Participants List

Name

A Unicode field that displays the participant’'s name
and an icon representing the endpoint type: Audio
Only or Video.

IP Address/Phone

Indicates the IP address or phone number of the

participant’s endpoint.

*  For dial-out connection, displays the IP
address or phone number of the endpoint
called by the Polycom RMX 1500/2000/4000.

*  Fordial-in connection, displays the
participant’s IP address or phone number
used to identify and route the participant to
the appropriate conference.

Alias Name Displays the alias name of an H.323 endpoint.
(IP Only)
Network The network communication protocol used by the

endpoint to connect to the conference: H.323 or
ISDN/PSTN.

Dialing Direction

Dial-in — The participant dials in to the
conference

Dial-out — The RMX dials out to the
participant

Encryption

Displays whether the endpoint uses encryption for
its media.

The default setting is Auto, indicating that the
endpoint must connect according to the
conference’s encryption setting.
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Table 2-3 New Conference — Participants Tab (Continued)

Column / Button | Description

Buttons

New Click to define a new participant.
For more information, see the RMX 2000/4000
Administrator’s Guide for Maximum Security
Environments, "Adding a new participant to the
Address Book Directly” on page 5-4.

Remove Click to remove the selected participant from the

conference.

Add from Address | Click to add a participant from the Address Book to
Book the conference.

Lecturer This option is used to activate the Lecture Mode.
Select the participant you want to designate as
Lecturer from the drop-down menu list of
conference participants.

Participants can be added to the conference in the following methods:

— Defining a new participant during the definition of the
conference (clicking the New button).

— Adding pre-defined participants from the Address Book by either
selecting the participants from the list or dragging and dropping
the participants from the Address Book to the Participants list.

— Dial-in participants can connect to the conference after it was
started (without using the New Conference - Participants dialog
box).

— Once the conference has started, participants can be added to a
conference directly from the Participants Address Book without
having to use the New Conference - Participants tab. For more
details, see "Adding Participants from the Address Book” on
page 2-48.
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To add participants from the Address Book:

6 In the Participants List, click the Add from Address Book button to
open the Participants Address Book.

2 Oetwral
Dol Hors: e
» Informaten Purwom [ 32lfm 2 et Gotirss

ame [ IF Addred Ao ha [tasmmork | Ciskeng O Enorypsien

r.o-l- ﬁ%& Lﬁﬂ R = & Quick Search:
Type V|Nam W Ip AddrV‘ alias M V|Networ V|D|a||ng V|Encrypt|on V‘
e

17222, 24 H.323 42 Dial o auto ﬂ@

>

166,19 172,22, 18619 H.323 ﬂ Dial o auto Coal u Mansaly

2 172.22, 5135 H.323 kﬁ Dial o auto

2313 172,22, 156156 H.323 @ Dial o auto = “
Karminsk 172.22. 6898 H.323 ﬂ Dial o auto

liorba 172.22. 5050 H.323 !{ﬁ Dial o auto

=
@
@
=
—
.
=) RMY 172.22, H.323 43 Dialo auto
=) ¥S00-41 172.22. 414141 H.323 4 Dialo auto
= vs 17222, vs H.323 42 Dial o auto
= ¥S-13 172,22, 23111 H.323 45 Dialo auto
(& ¥S-63 172,22, 2027 H.323 42 Dial o auto
= ¥SK300 172.22. 385620 H.323 43 Dialo auto
(== vsx7000 172,22, 1476 H.323 4% Dial o auto «
=) vsx7000 172,22, 202020 H.323 4 Dialo auto
= vsx7000 172,22, 2645 H.323 @ Dial o auta
=] e Amamn aamEma wman ;i e e v

7 In the Participants Address Book, select the participants that you want
to add to the conference and click the Add button.

Standard Windows multiple selection techniques can be used in this
procedure.

8 The selected participants are assigned to the conference and appear
in the Participant List.

9 Select additional Participants or click the Close button to return to the
Participants tab.
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Information Tab
In the Info fields, you can add general information about the conference,
such as contact person name, company name, billing code, etc.

This information is written to the Call Detail Record (CDR) when the
conference is launched.

Changes made to this information once the conference is running are not
saved to the CDR.

This procedure is optional.
The information entered into these fields does not affect the conference.

To add information to the conference:
10 Click the Information tab.

The Information tab opens.

3 General

> Participants Display Name: SLUPPORT_472738258
Information
Duration: 13: H [ili] 3: " Permanent Confert

Infol:

Infoz:

Info3d:

Billing Infa:
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11 Enter the following information:

Table 2-4  New Conference — Info Options

Field Description

Infol, 2, 3 There are three information fields that allow you to
enter general information for the conference such as
company hame, contact person etc.

Unicode can be used in these fields.

The maximum length of each field is 80 characters.

Billing Enter the conference billing code if applicable.

12 Click OK.
An entry for the new conference appears in the Conferences pane.

If an ISDN/PSTN dial-in number was assigned to the conference
either automatically or manually, this number can be viewed in the
Conferences pane.

If no participants were defined for the conference or as long as no
participants are connected, the indication Empty and a warning icon
(&) appear in the Status column in the Conferences pane.

The status changes when participants connect to the conference.

If no participant connects within the time specified in the Conference
Profiles > Auto Terminate > Before First Joins field, the conference is
automatically terminated by the system.
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Starting a Reservation

To start a conference from the Reservation Calendar:
1 Inthe RMX Management pane, click the Reservation Calendar

button ([]).
The Reservation Calendar is displayed.

G X ol w

Display K[staws 1D

4 Testc By NatF 54590
s Testc @y Singl w2s10
Gy TestC Iy Empt  £5459
s Tomtc ) Empt 13392
G5 Test™ i Empt 19043
5 Tostc ) Empt 09631

[ stare Tem [ Ena Tinfe

2:36PH  3:3

297 PH 3

2:37 PH
2:38 PH

2:30 P

2:38 PHY 3:3

RME P Adidress: 172.72.197.780 Sigrusling Host: 172.77.197.37 MCL Profie in GE: 0431 L

2  Click the New Reservation (/&3 ) button.
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The New Reservation - General tab dialog box opens.

FEwW RESErUation -

> Participants Display Mame: |SUPPORT_ 1138477480

> Schedule Duration: o w =

5 Information
Routing Name: —
Profile: [Factony video_Profie. =]
1o:
Confarancs Passwned:
Chairperson Passward: —
Reserve Resourcesfor Video Participants: |0 =]
Reserve Resourcesfor Voics Participants: |0 =]
Maximum Kumber of Participants: [ctomatic =]
I Enable ISDN/PSTN Dial-in
ISDN/PSTN Metwork Service: ’—4‘
Dial-in Number ¢1): —
Disl-in Hurnher (2):

3  Optional. Select the Enable ISDN/PSTN Dial-in check box if you
want ISDN and PSTN participants to be able to connect directly to the
conference.

4  If Enable ISDN/PSTN Dial-in option is selected, either enter a dial-in
number, or leave the Dial-in Number field blank to let the system
automatically assign a number from the dial-in range defined for the
selected ISDN/PSTN Network Service.

5 (lick the OK button.

A confirmation box is displayed stating that the Reservation time is
past due and that the conference will become ongoing.

9
\-'/ Reservation time is past due; an ongoing conference will be created instead, Are

aK
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6 Click the OK button.

The conference is started. If an ISDN/PSTN dial-in number was
assigned to the conference either automatically or manually, this
number can be viewed in the Conferences pane.

For more information about Reservations, see the RMX 1500/2000/4000
Administrator’s Guide, ”Reservations” on page 6-1.

Starting an Ongoing Conference From a Template

An ongoing conference can be started from any Conference Template
saved in the Conference Templates list.
To start an ongoing conference from a Template:

1 In the Conference Templates list, select the Template you want to start
as an ongoing conference.

2 Click the Start Conference from Template (*ﬁ) button.

or
Right-click and select Start Conference from Template.

£=m= Conference Template

Start Conference fram Template

Schedule Reservation Fram Template

Template Properties

The conference is started.

If a Conference Template is assigned a dial-in number that is already assigned

L ‘ to an ongoing conference, Meeting Room, Entry Queue or Gateway Profile,

when the template is used to start an ongoing conference or schedule a
reservation it will not start. However, the same number can be assigned to
several conference templates provided they are not used to start an ongoing
conference at the same time. If a dial in number conflict occurs prior to the
conference’s start time, an alert appears: “ISDN dial-in number is already
assigned to another conferencing entity” and the conference cannot start.

The name of the ongoing conference in the Conferences list is taken
from the Conference Template Display Name.
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Participants that are connected to other ongoing conferences when
the template becomes an ongoing conference are not connected.

If an ongoing conference, Meeting Room or Entry Queue with the same Display
‘ Name, Routing Name or ID already exist in the system, the conference will not
be started.

For detailed description of Conference Templates, see RMX 2000
Administrator’s Guide for Maximum Security Environments, ”Conference
Templates” on page 7-1.
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Connecting to a Conference

Direct Dial-in

®

Participants must be provided with a dialing string which can vary
according to the network type, conference password and chairperson
password.

Participants dial the conference dial-in string and are connected to the
conference IVR Service. Once the correct information, such as the
conference password and chairperson password are entered, the
participants are connected to the conference.

ISDN/PSTN ;
Endpoint . MCU s t ’
= ‘\lli - ....-' / ift
-

Maple Room
Conference ID: 1001

Password 34567
[“Conference
Password”
345574 |

o COM.C
IP En oint J
p S

@'\
oV Conference e
% IVR Service -y
‘?wi'",f y g
A Oak Room
Conference ID: 1002
IP Endpoint Password 71356

Dial-in Connection via IVR System

The chairperson can use the chairperson password as the conference
password and does not need to enter the conference password.

Participants connecting to HD Video Switching conferences must have HD
capable endpoints and must connect using the same line rate as defined for the
conference. If not, they are connected as Secondary (audio only participants).
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H.323 Participants

For H.323 participants, the dialing string is composed of the MCU prefix
in the Gatekeeper and the Conference ID.

Example:

Prefix in gatekeeper 925
Conference ID 1001
Conference Name Maple_Room

>> The participant dials 9251001 or 925Maple_room

If there is no gatekeeper defined for the network, H.323 participants dial
the MCU'’s signaling host IP address and the conference ID, separated
by ##.

Example:
MCU (Signaling Host) IP address ~ 172.22.30.40
Conference ID 1001

>> The participant dials 172.22.30.40##1001
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Entry Queue Access

Access via an Entry Queue allows all participants to dial the same entry
point that acts as a routing lobby. Once in the Entry Queue, participants
are guided to the conference according to the conference ID they enter.

ISDN/ PSTN
Endpoint I
7
()
) i
MCU Prefix in
IP Endpoint Ga‘e‘iepey' izs

25DefauItEQ 4 Network A

7 Ae

IP Endpoint

MCU

1001
ﬂ 7001
LA ™o

“Conference =
ID?" ?
i i1

e
\'

Maple Room
Conference ID: 1001
Password 34567

34567

“Conference |
Password?”

#HEl

Entry Queue
Name: DefaultEQ
Numeric ID: 1000
Dial-in Number: 9251000

Figure 2-1: Dial-in Connection via Entry Queue

i#(El

Conference
IVR Service

I
_

Oak Room
Conference ID: 1002
Password 71356

Dialing is executed in the same way as for conferences, where the Entry
Queue ID/Name replaces the Conference ID/Name.
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H.323 Participants
H.323 participants dial [Gatekeeper Prefix][Entry Queue ID/Name].

Example:

Prefix in gatekeeper 925
Entry Queue ID 1000

>> The participant dials 9251000

H.323 participants can bypass the Entry Queue IVR voice messages by
adding the correct Conference ID of destination conference to the initial
dial string:

[Gatekeeper Prefix][EQ 1D][##Destination Conference ID]

Example:
Conference ID 1001
>> H.323 participants dial 9251000##1001

ISDN and PSTN Participants

Up to two dial-in numbers can be allocated to an Entry Queue for use by
ISDN and PSTN participants.

Calls to numbers within the ISDN and PSTN Dial-in Range that are not
allocated to an Entry Queue are routed to the Transit Entry Queue.

Dial-in ISDN and PSTN participants dial one of the dial-in numbers
assigned to the Entry Queue, including the country and area code (if
needed). They are routed to their conference according to the
conference ID.

Example:
Entry Queue ID 1000
Assigned Dial-in number 9251000

>> ISDN/PSTN participants dial 9251000

Once connected to the Entry Queue, they enter the conference
Numeric ID or password to be routed to the appropriate conference.

Dial-out Participants

2-34

Dial-out participants are defined with their dial-out number. Once they
are added to the ongoing conference, the MCU automatically calls them at
a rate of 1 dial-out per second, using the default H.323 or ISDN/PSTN
Network Service defined for them.
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Text Indication in the Video Layout

Endpoint Names

During conferences you can view the names of the endpoints that are
connected to the conference in your endpoint’s video layout windows.
The MCU can display up to 33 characters of the endpoint’s name,
depending on the window’s layout (size).

The following is an example of endpoint name display in the endpoint
screen:

Endpoint names (in
Unicode or ASCII)
in 2 x 2 video layout

£

."

Orion Room

The displayed name is determined as follows:
*  The system displays the name that is defined at the endpoint.
* If the endpoint does not send its name:

— For a defined H.323 participant:

*  The system displays the name from the participant
definition.

— For an undefined H.323 participant:
» Display the H.323 ID alias.

or
Display the E.164 alias.

or
Display nothing if all the fields are empty.
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— For a defined H.320 participant:

The system displays the name from the participant
definition.

— For an undefined H.320 participant:

Display the Terminal Command String (TCS-2) to identify the
participant.

or
Display nothing if the string is not received or empty.

If the endpoint’s Display Name is changed in the RMX Web Client, it
overrides all the above.

To change the Display Name:

1 In the Participants list, double-click the participant or right-click the

participant and then select Participant Properties.

The Participant Properties — Media Sources dialog box opens:

.onerences ‘alclpans l?\

e T Fg @ % % ®
MNarme |Status ‘ID ‘S MName ‘
S5 208 [y MotF 84z08 1 [F Marketing (2 participants)
25 Marketing 05783 1
&4 POLYCOM_1 63422 1| (b HuntePKgrrester

3 Generdl

3 Advanced I [
3 Indoemation

» H245

3 _Media Sources
>
¥ Channed St
3 Channel Status Advanced ]
» Geteheeper Stetus

[sr Patterson I

Websitn

Layout Typa: ,ﬁ

MubeSusgend Eexh
Audo  Wideo
I fudo
L) ) I
Opeeaer [ r
Porticipore [ T
[ x| col ]

2 Enter the new Display Name in the Name field.
3 Click OK.
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Text Indication

The Text Indication appears in the window of the current speaker in the
participant’s layout in addition to the endpoint name. It displays the
conference Secure mode (on or off), total number of connected
participants, number of video participants and number of audio
participants.

The text indication is automatically displayed when there is a change in
the conference Secure state (wWhen Secure is implemented or cancelled)
and it appears only for a few seconds (the same duration as the endpoint
names).

The conference chairperson or participants can request the display of a
Textual Indication of the conference’s statistics by entering the DTMF code
*88 on the endpoint’s DTMF input device, such as remote control.

Text Indicator P i e e e i T

Participant’s Layout

Current Speaker

Endpoint Name

The Text Indication is displayed according to the permission set in the
Conference IVR Service:

*  Chairperson permission: Only the chairperson sees the indication

* Everyone permission: All participants see the indication.

Participants connected as Secondary (no video) will be considered as audio
participants; defined participant which are not currently connected to the
conference (disconnected, redial, disconnecting, etc.) are not counted.

Text Indication can be disabled by adding a new flag to the System
Configuration and setting its value to NO as follows:
ENABLE_TEXTUAL_CONFERENCE_STATUS=NO.
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This setting is recommended for MCUs running Telepresence conferences.

For more information, see the RMX 1500/2000/4000 Administrator’s Guide,
"System Configuration” on page 14-22 .

Transparent Endpoint Names
Endpoint name backgrounds are 50% transparent, and while maintaining
contrast, do not completely obscure the overlaid video.

The Endpoint Name Transparency feature can be disabled by adding a new
flag to the System Configuration and setting its value to NO as follows:
SITE_NAME_TRANSPARENCY=NO.

For more information, see the RMX 1500/2000/4000 Administrator’s Guide,
"System Configuration” on page 14-22.
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Monitoring Ongoing Conferences
® Recording of conferences is not supported in Ultra Secure Mode.

Conference monitoring enables you to keep track of conferences and their
participants: if all its participants are correctly connected and whether
errors or faults have occurred.

The maximum number of participants that can connect to a conference is
200. Of these, 80 can be video participants.

Operation Selection

All monitoring and operations procedures performed during ongoing
conferences can be performed by either of two methods:

*  Using the buttons in the toolbars.

Toolbar Buttons

| —
G 2 £ S [ e oG8 Q womoie el (e
Haene [=tatus L[5t [Heeme Shahus Role |IP Addred Mhas o [Notwork [Coshng D Awho  |Vides | Encryptse| FECE Tok Content T
@ POLFCOM f NotFulli F 01090  2i [ FOLTCOM_1700343365 {8 participants)
R 1690 4FORCE_NE 0 conmmpctnd ez, nszs @ isle
R 189 oDx cornected 17232, H32E G Dialo
Ren & connectad 17222, Ha2) & Dislo
R 8 eIy s G Disle -
R 18851P - connected ez, sr @@ oisle
(Participants (1) R 172 4B waiting fer da 1222 & piali € =
e % $P#TORCE_HE & corrcted 172 3 & Dislo
G = % | e,

Ma St . . .
E_ . Niew rarticipant | €———— Tooltip appears when cursor is positioned over button

* Right-clicking anywhere in the Conferences or Participants pane and
selecting an operation from the menu.

e fB oo Wk @O @ e W

Mame | status [role [P Addresalias na [Metwork [Dialing Dil audic [wideo  [Eneryptio[FECC Tak| Cantent 1]
= POLYCOM_1780343365 (8 participants)
Ry 1692 s 172,22, H.323 #2 Dialo
B 169 Add Participant From Address Book i MEED (Bl
fex 172.5 o — e 172,22, H323 42 Dialo
Rex 169_2 e 172,22, H.323 4% Dialo L
few 18651 o 172.22 SIP 42 Dial o
;,‘E. 173 p— 17222, H323 4 D!a\ i o L]
Rox 16824 ] 172,22, H.323 4% Dialo
few 1682 Change to Chairpersan 172.22 H.323 42 Dialo
Abort H.239 Session A
Add Participant ko Address Book P Operatlons
Connect to Website ) Menu
Participant Properties
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Multi Selection

Using multiple selection, you can monitor and perform simultaneous
operations on multiple participants in multiple conferences.

The selected conferences are displayed as sub-lists in the Participants list
pane.

The sub-lists can be expanded and collapsed by clicking the [+| and [=
sublist control buttons that appear next to the conference name in the
sublist headings.

Multi-selected Participant Sublists
Conferences

“onfere nces

[ e - % e sk e

[ | tatue 10 e “'V = FOLYCOM_1456362555 (4 fartcpaks)
n%‘ 8898 12:2 13:5 Mame Status  |Role | 1R Add Alia\Na | Network| Dialing € dudio | Wideo | Encryp |[FECC ]
@@ 2546 12:2 13:5 fex P4 <@ comn 4%.2 H.323 &g Dial
faw P11 <= conn 7.8 .323 4 Dial
few pE = conn 14.3 H\23 6% Dial
B 05 <D= conn 3.4.5 H.39g &3 Dial
> = JFOLYCOM_67460968 (4 participants)
%me Status |Role |1P Add Alias Na |Networl Daling C udio | Video |Encryp FECC ]
fex P17 <@= comn 7.6.5 H.323 635 Xial
Control button in fae P18 =T conn 3.2.1 H.323 62 Didl
sublist header fax pl0 <= conn 3.3.2 H.323 g Dial
fe pll <@= conn 765 H.323 &g Dial

Conference Level Monitoring
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Conference level monitoring is available to the administrator and
operator.

The Conference List pane displays information about ongoing conferences.

.ONTEFENCES

&5 R i Status
MName |Status 4 |ID |Star‘t Time |End Time |
% POLYCOM_2 27753 2125 PM 3125 PM |
% POLYCOM_1 B Mot Full; 47239 1z2:40 PM 2140 PM
S POLYCOM_4 /By Single Participant 11945 2125 PM 3125 PM

No status indicator display in the Status column means that the
conference is running without problems.
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One or more of the status indicators listed in Table 2-5 may appear in the
Status column.

Table 2-5 Conferences — Monitoring Information

Field Description

Name Displays conference name and type of conference:

e &% — Video Conference (including HD CP
conferences).

* i@ — High Definition Video Conference running in
Video Switching mode.

* [§ — The conference has been secured using the *71
DTMF code.

Status Displays the status of the ongoing conference.

If there is no problem with the participant’s connection no

indication is displayed.

If one of the following statuses occurs, the appropriate

indication is displayed, proceeded by a warning icon (/1).

* Audio — There is a problem with the participant’s
audio.

* Empty — No participants are connected.

* Faulty Connection — Participants are connected, but
the connection is problematic.

* Not Full — Not all the defined participants are
connected.

* Partially Connected — The connection process is not
yet complete; the video channel has not been

connected.
* Single Participant — Only one participant is
connected.
* Video — There is a problem with the participant’s
video.
ID The Conference ID assigned to the conference.
Start Time Conference start time.
End Time The time the conference is expected to end.
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Additional information about the conference can be viewed when
accessing the conference properties.

To monitor a conference:

>> In the Conference List pane, double click the name of the conference

2-42

you wish to monitor or right-click the conference and then click
Conference Properties.

The Conference Properties dialog box appears with the General tab
open.

Conferences (37 i

ip X gt
Display W[ status |10 [ start Ti
S Sales 86188  3:53 |

2 ippor o .

- i

= "I:M» p— |
» Advanced

% Gathering Settngs ’ﬁ 'ﬁ r
¥ Wedeo Quably
< ] 3 Vidoo Sottegs |
3 Audio Setbegs
N St [Tty Ty TS AT BB
3 Sking
5 IR End Time: 171372011 wlat [ 7:226m =
= 2 o
Raicedng
;b Chairperson Password:
3 Masibge Overlay
1o:
Prafie: 3
Love Rate: =
" [T
"
Reserve Besources bar Vidno Particpants: =
Reserve Resources for Voioe Particpants: =
Maximum Humber of Partiopans: =
-
1SDN/PSTH Network Service: [ =
o v (1) [
il [

You can view all the conference’s properties but those that appear
with a gray background cannot be modified.

For more information, see the RMX 2000/4000 Administrator’s Guide
for Maximum Security Environments, ”Conference Level Monitoring” on
page 8-3.
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Participant Level Monitoring

Participant Connection Monitoring

When a conference is selected in the Conference List, details of its
participants appear in the List pane.

|5t [arme | status [Bate [P Addves| ks W [Wetwark |Drsling o dowths | Vides | Encryptin | FECC Tok] Contenit T
= POLYCOM_1 780343345 (8 participants)
5| G 16vreroRcE_ME @ connscted 17222, Haza 5 oisle
s 162 T cunnacted 17232, 323 @ Dl

The following participant indicators and properties are displayed:

Table 2-6  Participant Monitoring — Indicators and Properties

Column Icon/Description
Name Displays the name and type (icon) of the participant:
o] Audio Participant — Connected via IP phone or
"= | |SDN/PSTN.
o] Video Participant — Connected with audio and video
B | channels.
Status Displays the connection status (text and icon) of the

participant. If there is no problem with the participant’s
connection no indication is displayed.

L=

Connected — The participant is successfully
connected to the conference.

4=

Disconnected — The participant is disconnected from
the conference. This status applies only to defined

participants.
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Table 2-6  Participant Monitoring — Indicators and Properties (Continued)

Column

Icon/Description

Status (cont.)

Waiting for Dial-in — The system is waiting for the

4=
defined participant to dial into the conference.
Ip= Partially Connected — The connection process is not
: yet complete; the video channel has not been
connected.
Ip= Faulty Connection — The participant is connected,
: but problems occurred in the connection, such as
synchronization loss.
Ig= Secondary Connection — The endpoint’s video
! channel cannot be connected to the conference and
the participant is connected only via audio.
Role Displays the participant’s role or function in the conference:
oE Chairperson — The participant is defined as the
- conference chairperson. The chairperson can
manage the conference using touch-tone signals
(DTMF codes).
@ Lecturer — The participant is defined as the
= conference Lecturer.
@ Lecturer and Chairperson — The participant is
H defined as both the conference Lecturer and
Chairperson.
@, | Cascade Enabled Dial-out Participant — A special
== | participant functioning as a link in a cascaded
conference.
IP Address/ The IP participant’s IP address or the ISDN/PSTN
Phone participant’s phone number.
Alias Name The participant’s Alias Name.

The alias of an RSS 2000 Recording System if the
participant is functioning as a recording link.

Note

: Recording of conferences is not supported in Ultra

Secure Mode.
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Table 2-6  Participant Monitoring — Indicators and Properties (Continued)

Column Icon/Description
Network The participant’s network connection type — H.323 or ISDN/
PSTN.
Dialing it Dial-in — The participant dialed the conference.
Direction -
,5& Dial-out — The MCU dialed the participant.
Audio Displays the status of the participant’s audio channel.
If the participant’s audio is connected and the channel is
neither muted nor blocked, no indication is displayed.
,-@-, Muted — Participant’s audio channel is muted. The
= | participant can still hear the conference.
& | Blocked — Transmission of audio from the
conference to the participant is blocked.
,9_?5 Muted and Blocked - Audio channel is muted and
h blocked.
Video Displays the status of the participant’s video channel.
If there is no problem with the participant’s video connection
and the channel is neither suspended nor secondary, no
indication is displayed.
= Suspended — Video transmission from the endpoint
— | to the conference is suspended.
- Secondary — Participant is connected only through
*# | the audio channel due to problems with the video
channel.
Encryption F@ Indicates that the endpoint is using encryption for its
' connection to the conference.
FECC Token

v Participant is the holder of the FECC token and has
Far End Camera Control capabilities.

The FECC token can be allocated to only one
participant at a time and remains un-allocated if no
participant requests it.
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Table 2-6  Participant Monitoring — Indicators and Properties (Continued)

Column Icon/Description

Content Token Vv Participant is the holder of the Content token and has
content sharing permission.

The Content token can be allocated to only one
participant at a time and remains un-allocated if no
participant requests it.

For more information, see the RMX 1500/2000/4000
Administrator’s Guide, "H.239” on page 2-12.

For more information, see the RMX 1500/2000/4000 Administrator’s Guide,
”Participant Level Monitoring” on page 8-10.
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Operations Performed During On Going
Conferences

Conference Level operations

Changing the Duration of a Conference

The duration of each conference is set when the new conference is created.
The default duration of a conference is 1 hour. All conferences running on
the RMX are automatically extended as long as there are participants
connected to the conference.

A conference’s Duration can be extended or shortened while it is running,
by modifying its scheduled End Time.

To extend or shorten a conference manually:
1 In the Conference List pane, double-click the conference Name.
2 In the General tab, modify the End Time fields and click OK.

G X gt __

Display W[ status [1D [ start Ti
B sales | 3153 P gt e |
S Support 01013 HSIPI g [ A
5% Marketing 65ps 34 Pl I

Shart Tene: [

End Time: | 113020 wlot | rizzpm I
< | (2] conterencepassmerd:

Sl Chairparson Passward:
3 Message dverlay

o

Prufile: =)

I =

E [ I

=

Resnrve Resources for Viden Pasticipants: | =

Resarve Resouress for Voics Participants: | =

Maximum Number of Particpasts: [ E

T

ISOHPSTN bstork Sarvice: [

Giahin amber (13 [

Dinl-n Bumber (2):

I T T

The End Time is changed and the Duration field is updated.
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To terminate a conference manually:

1  In the Conferences list, select the conference you wish to delete and
click the Delete Conference (3£) button.

You are prompted for confirmation.

.ONTEFENCES

2 C(Click OK to terminate the conference.

(K )t
Display|u[status  [1D | start Tim |End Time |
2 salds 29023 4:03PM  5:03 PM
L rMx 2000

X

P
‘-—‘/ Are you sure you want to delete Sales 7

Cancel

Adding Participants from the Address Book

Once the conference has started, you can add participants to a conference
directly from the Participants Address Book without having to use the New
Conference - Participants tab.

To drag & drop participants into the Participants List:
1 Open the Address Book.
2 Select, drag and drop the participant that you wish to add to the

conference directly from the Participant Address Book into the
Participant List.

Standard Windows multiple selection techniques can be used in this
procedure.

i B oo s ik

§ @) = = (e o

e i B R EHE

Quick Search:

JJD . Type Y|Name V|Dia|\ng DirecV|IP Address/PVH"]

Mame | st[Rol[1P [alias [Net[Dia [au [vid[Fe [End & 1.2.38 5 Dialout 1238
= SUPPORT_1777752954 (1 participant) [E 1.2.3.9 @ Dial out 1.2.3.9

oz i HoS = 112 6 Dialout  172.22.184.1

= 157 @3 Dialout  172.22.186.1

k = 165 @3 Dialout  172.22.186.1

FE 166 4% Dial out  172.22.186.1

[E=N 167 i Dial out 172221861

t@ 167# 4 Dial out  172.22.186.1
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Saving an Ongoing Conference as a Template
Any conference that is ongoing can be saved as a template.

To save an ongoing conference as a template:
1 In the Conferences List, select the conference you want to save as a

Template.
2 Click the Save Conference (4 ) button.
or
Right-click and select Save Conference to Template.
@ [x k4
Display Na|$tatus |ID |Stan:Time|EndT
% D Qﬁlete Conference 1

F=CNP | 111

| Sawve Conference to Template

Conference Properties

The conference is saved to a template whose name is taken from the
ongoing conference Display Name.

Copy and Paste Conference

The RMX user can Copy, and Paste conferences. When using the RMX
Web Client, conferences can copied and pasted on the same RMX, however
when using the RMX Manager, with its ability to manage multiple RMXs,
conferences can be copied and pasted between different RMXs.

Copy Conference

The Copy command copies all the conference’s properties including
connected participants and makes these properties available for pasting,
starting a new conference. The copied conference remains active until it
terminates or is deleted.

To copy a conference:
1 In the Conferences List pane, right-click the conference you want to
copy.
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2 In the drop-down menu select Copy Conference.

“onferences (4 ]

G X et

A
Display Mame |Status |ID |Star‘t T\m|
S Logistics S0494 8112 PM

5% Marketing 30371 8:09 PM

Delete Conference

)MW
< Copy Conference >

Quick Search

Conference Properties

Paste Conference

The Paste Conference command starts the new conference on the same
RMX or on a different RMX.
To paste a conference:

>> Right-click in the Conferences List pane and in the drop-down menu
select
Paste Conference.

or

If you are using the RMX Manager and you want to paste the
conference to a different RMX:

a Inthe MCUs list pane, click the RMX that is to receive the
conference.

b In the Conferences list pane, right-click, and in the drop-down
menu select Paste Conference.

ONfErEnces

G % .
2
Display Name ‘Status ‘ID ‘Start TIITI‘
S Logistics 50494 G:12 PM
S Marketing 30371 8:09 PM
2y Sales 58922  8:09 PM
2% Support 71979 £:09 PM

Mew Conference

( Paste Conference [: >

Paste Conference As

Quick Search
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The conference is pasted to the RMX.

Paste Conference As

The Paste Conference As command allows the RMX user to create a new
conference using the copied conference’s properties as a template. It
automatically opens the Conference Properties dialog box allowing the
RMX user to modify the General, Participants and Information tabs to create
the new conference. When the OK button in the Conference Properties
dialog box conference Properties dialog box is clicked the new conference is
started.

To paste a conference as a new conference:

1 Right-click in the Conferences List pane and in the drop-down menu
select
Paste Conference As.
or

If you are using the RMX Manager and you want to paste the
conference to a different RMX:

a Inthe MCUs list pane, click the RMX that is to receive the
conference.
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b In the Conferences list pane, right-click, and in the drop-down
menu select Paste Conference As.

onferences (- ]

Paste Ci

< Paste Ci

Copy Conference

Quick Search

G % ot B
2
Display Name ‘Status ‘ID ‘Star‘t Tim‘
S Logistics 50494 B:1Z PM
S Marketing 30371 8:09 PM
2y Sales 58922  8:09 PM
2% Support 71979 £:09 PM
Mew Conference

onference

onference As D

The Conference Properties dialog box is displayed.

5 General
> Particpants
3 Informastion

r

Duration;

Rauting Mams:
Brofibe:

o

Conference Fassword:

et

Chairparean Pag.

Baservn Rasoure

Reserve Resources for Voice Participants:

Mazierurn Number of PArtienans:

™ Ensble ISDMPETN Dial-in

ISDNAPSTH Netrork 5

Dial-in Murmber (2):

Fiar Widne B articioante:

SUPPONT_9502200 05
1=4:[o0 =] I Permanent Canference

SUFPOHT_95u208u0
Facton_Wideo_Probe =1

TonTS

2 Modify the conference information as required.

3  Click the OK button to paste and start the new conference.

Changing the Video Layout of a Conference

While the conference is running, you can change the video layout and
select one of 24 video layouts supported by the RMX.

Video Layout selection can be done in two levels:
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*  Conference Level - Applies to all conference participants. All
participants have the same video layout.

* Participant Level - The participant’s video layout is changed. All
other conference participants’ video layouts are not affected.

The initial video layout is selected for the conference in the Conference
Profile.

Participant level video layout selection overrides conference level video
layout settings.

To change the video layout of a conference:
1 In the Conference Properties dialog box, select Video Settings.

3 Gesarsl
o Erisplay Mama: | T T
3 Gatharing Sesings. —
e Video
& Audis Semings I Presentabon Mede r / W|ndoWS
3 Sk ] t it Talepracance Mode: .
» o r Telprasence Lapout Hode: Representation
Pl I Lactorsr View Swching
3 Recording Lecturer:
3 Meccage Svarley
2 S iyt
1
z " ;l
. =
Video E =
Layout o
Optlons = ﬂj'\ﬂ- \\
| ~ Selected
B Layout
[ o T ot T awn |

2 If Auto Layout check box is selected, clear it.
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3  From the Video Layout options, select the Number of Windows to display
and the Video Layout thumbnail required and click OK.

—
Number of

F |Aut0 j
[——— Video
// Windows
Video ! |

—1
Layout '~ 2 | uto | [auta ~|

Thumbnail |

10+ Selected
3 Layout

5+

10+

Video Forcing

Users with Administrator or Operator permission can select which
participant appears in each of the video layout windows using Video
Forcing. When a participant is forced to a layout window, switching
between participants is suspended for that window and only the assigned
participant is viewed. Video Forcing works on Conference Level or
Participant Level:

* Conference Level - When forcing a participant to a window, all
conference participants will see that participant in the selected
window.

* Participant Level - When forcing a participant to a window, only the
participant’s video layout display is affected. All other participants
see the conference layout.

Video Forcing Guidelines:

* A participant cannot appear in two or more windows at the same
time.
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Participant level video forcing overrides conference level video
forcing.

A participant can view him/herself in a layout window, by selecting
the Same Layout option.

When different size video windows are used in video layouts such as
1+2, 143, 1+4, etc., a participant can only be forced, in Personal Layout,
to a video window of the same size as that selected for him/her in
Conference Layout.

When changing the Video Layout at the conference level, the video
forcing settings are not applied to a new layout, and switching
between participants is audio-activated. The video forcing setting are
saved and applied the next time the layout is selected.

Windows that are not assigned any participant display the current
speaker and last speakers.

To video force a participant to a window:

1

2
3
4

In the Conference Properties dialog box, select the Video Settings tab.
If Auto Layout check box is selected, clear it.
Select the required video layout.

In the window to which you want to force a participant, select the
participant’s name from the list of conference participants.

> Gesarsl

et Drisplay Mama: Fermems ..
:

3 Video Settimgs

+ Auie Semings I Presentabon Mede [

3 Sk ] Talepracance Mode: -

» R = Teispresence Layowmades e =]

R I Lacterer view Swinching T —

et ez :

3 Meccage Svarley

3 Natwork Sarvices List Of

Conference

Selected Participants
Layout

.. Video
= Windows

o ] comn § s |
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5 Repeat step 3 to force participants to other windows.

6 Click OK.

To cancel Video Forcing for a window:

1 In the Conference Properties dialog box, select the Video Settings tab.
2 Inthe video layout window, in the Participants list, select Auto.

3 (Click OK.

Switching between participants is renewed and is audio activated.

Enabling and Disabling Video Clarity™

The user can enable or disable Video Clarity™ during an ongoing
conference.
To enable or disable Video Clarity:

1 In the Conference List pane, double-click the name of the conference
for which you want to enable or disable Video Clarity
or
right-click the conference name and then click Conference
Properties.

2 Click the Video Settings tab.
Select or clear the Video Clarity check box as required.
4 Click OK.

(]
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Participant Level Operations

Participant Level Operations enable you to modify and control the
connections and statuses of participants in ongoing conferences, as

described in Table 2-7.

Table 2-7  Participant Level Operations
Menu o
Option Button Description
New Define a new participant. For more information about
Participant ,-,':'_|. the New Participant dialog box tab, see Table 2-3 on
page 2-22.
Add Open the Address Book to select the participant for
Participant the conference.
From e For more information about the Address Book, see
Address the RMX 1500/2000/4000 Administrator’s Guide,
Book "Address Book” on page 5-1.
Connect - Connect a disconnected defined dial-out participant
Participant to the conference.
Disconnect T Disconnect the participant from the conference.
Participant
Delete o Delete the selected participants from the conference.
Participant i3
Mute Mute the audio transmission from the participant to
Audio the conference.
.-@:. The Audio Muted indicator appears in the Participants
List and the Unmute Audio button (iJil}) becomes
active.
Unmute Resume the participant’s audio transmission to the
Audio o) conference.
The Mute Audio button (r@)) becomes active.
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Table 2-7  Participant Level Operations (Continued)
Menu .
Option Button Description
Suspend Suspend the video transmission from the participant
Video to the conference. The suppressed participant’s video
is not transmitted to the conference but the participant
.ﬁ;(, still receives conference video.
- The Suspend Video indicator appears in the
Participants List and the Resume Video button (=)
becomes active.
Resume Resume the participant’s video transmission to the
Video o conference.
The Suspend Video button becomes active (ﬁ.).
Block To block the audio transmission from the conference
Audio to the participant. When blocked, the participant can
- still be heard by the conference.
N The Audio Blocked indicator appears in the
Participants List and the Unblock Audio button (gj)
becomes active.
Unblock Resume the audio transmission from the conference
Audio g to the participant.
The Block Audio button (%) becomes active.
Add Add selected participant’s details to the Participant
Participant E Address Book.
to Address
Book
Abort To withdraw the Content Token from the participant
H.239 back to the MCU for re-assignment.
Session
Change to Define the selected participant as the conference
Chair- leader/chairperson.
person
Change to Define the chairperson as a regular participant
Regular without chairperson privileges.
Participant
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Table 2-7

Participant Level Operations (Continued)

Menu
Option

Button

Description

Connectto
Website

Connect directly to the internal website of the
participant’'s endpoint to perform administrative,
configuration and troubleshooting activities.

AGC
(Auto Gain
Control)

Enable AGC for the participant with weak audio signal
during ongoing conferences.

Note: Enabling AGC may result in amplification of
background noise.

Participant
Properties

To view all Participant Properties.

For more information, see the RMX 1500/2000/4000
Administrator’s Guide, "Participant Level Monitoring”
on page 8-10.

Copy Cut and Paste Participant

The RMX user can Copy, Cut and Paste participants between differ rent
conferences running on the RMX, including his/her current conference.
These functions, when used via the RMX Manager, with its ability to
manage multiple RMXs, participants, allows the RMX user to Copy, Cut
and Paste participants between conferences running on different RMXs.

Copy Participant

The Copy command copies all the participant’s properties and makes
them available for pasting. The participant remains connected to his/her
current conference.

To copy a participant:

1 Inthe Participants List pane, right-click the participant you want to

copy.
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2 In the drop-down menu select Copy Participant.

i FE e ® i@ 0w

Marne ‘Status |Ro|e ‘IP Address/Fho ‘Ali
= SUPPORT_1275978809 (3 participants)
FE‘ Sally <= Conn 192.3345.68  Ja
,QE‘ Solamen  =@= Conn 192.3345.69  Ja
fw Gavin <

Disconnect Participant

Delete Participant

po gl b P

Copy Participark
CUE Partopar

Farticipant Properties

Cut Participant

The Cut command copies all the participant’s properties and makes them

available for pasting. The participant is deleted from his/her current
conference.

To cut a participant:

1 In the Participants List pane, right-click the participant you want to
cut.

2 Inthe drop-down menu select Cut Participant.

(Participante (31 |
G HEE 0 e wE
Name [status [Role 1P Address/Pha [al
1=l SUPPORT_1275978809 (3 participants)

e sally 0= Conn 192.3345.68 14
fax Solomon s@= Conn 192.33.45.69  Ja
FE! Gavin b a

Disconneck Participant

Delete Participant
e Ll *W ’ >

Askror RCYHXMT 1. &

< Cut Participant 7
Participant Properties
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Paste Participant

The Paste command connects the copied or cut participant to the selected
conference.

If the participant was copied, he/she should be deleted from the
conference he/she was copied from, unless it is required that the
participant is connected to two (or more) conferences. (There are
endpoints that permit a participant to be connected to multiple
conferences).

To paste a participant:

1 Inthe Conferences List pane, click the conference you want to paste the
copied/cut participant into.

2 Right-click in the Participants List pane of the selected conference and
in the drop-down menu select Paste Participant.
or

If you are using the RMX Manager and you want to paste the
participant to a conference to different RMX:

a Inthe MCUs list pane, click the RMX that is hosting the
conference that is to receive the participant.

b In the Conferences list pane, click the conference you want to
paste the copied/cut participant into.

¢ Right-click, and in the drop-down menu select Paste Participant.

[Particpante (2]
&G % Find: | e 5B @ B 0 0 @ o=
2, Narne |Status |Rﬂ\a |IP ]

Display N|Status |ID |StartT\m|End Timn | = SUPPORT 2100650633 (2 participants)

% SURP 4400 15 PM SiS5FH| fx 2 <= Conn z)

(G SUPF 42196 5138 PM 558 ED| [k 1 @ Conn 1

iS4 SURP TETE TZEPM 625 Pt

Mews Participant
Add Participant from Address Book
Quick Search

Copy Participant

q Paste Participant

Paste Participant As

The participant is connected to the conference.
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Paste Participant As

The Paste Participant As command allows the RMX user to create a new
participant using the copied participant’s properties as a template. It
automatically opens the Address Book - Participant Properties dialog box
allowing the RMX user to modify the participant’s properties effectively
creating a new participant. When the OK button in the Participant
Properties dialog box is clicked the new participant is connected to the
selected conference.

To paste a participant as a new participant:

1
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In the Conferences List pane, click the conference you want to paste the
copied/cut participant into.

Right-click in the Participants List pane of the selected conference and
in the drop-down menu select Paste Participant As.

or

If you are using the RMX Manager and you want to paste the
participant to a conference on another RMX:

a Inthe MCUs list pane, click the RMX that is hosting the
conference that is to receive the participant.

b In the Conferences list pane, click the conference you want to
paste the copied/cut participant into.

¢ Right-click, and in the drop-down menu select Paste Participant
As.

g % gl - Y L
2 Name ‘Status ‘Rule ‘IP‘
Display N[status |10 [ start Tim|[End Tim | = SUPPORT_2100650633 (2 participants)
S5 SUPP 4400 615PM 555PM| fby, 2 <= Conn 2.
@SUPP 42196 5:33 PM 5:@ R 1 <= Conn 1.
r%‘ SUPP TEUE ETZE PM 625 P
Mew Participant
Add Participant from Address Book
Quick Search
Copy Participant
Cut Participant
P
C paste Participart As o
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The Address Book - Participant Properties dialog box is displayed.

T s

5 General

» Advanced Name: |Gavin

» Informatian Endpoint Website
Dialing Direction: Dial out =]
Type: H.323 -
1P Address: [152.334530

Alias Mame / Type: [Jack [H323iD &

Website IP Address: [
Ip Service Network: Primary -

[~ Audio only

Extension/Identifier String:

Add to Address Book

Modify the participant information as required. For more
information see the RMX 1500/2000/4000 Administrator’s Guide,
"Modifying Participants in the Address Book” on page 6-10.

Optional. If not already in the Address Book, the copied/cut
participant can be added to the Address Book.

Optional. The new participant can be added to the Address Book.

Click the OK button to connect the new participant to the selected
conference.
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Personal Layout Control with the RMX Web Client

RMX users can use the RMX Web Client to the change the Video Layouts of
individual participants and force participants to its windows without
affecting the Video Layouts of other participants.
To change a participant’s Video Layout and Video Forcing;:
1 Inthe Participants list, double click the participant or right-click the
participant and then click Participant Properties.
The Participant Properties — Media Sources dialog box opens.
2 Inthe Layout Type list, select Personal.

ame T — T T .
b 2 Video
_ : Windows
Jaamae = E Representation
3 Channel Status 1
3 Channel Status - At 2 Redes =|
3 Gwnkesper Status ] i
’ + List of
’;- E Conference
: Participants
& e Ape s p
=" . o
| Yore:
= =
Selected v Fres
T
Layout —
Audic  Video I asss
MCu r r
b r r
Earmizipant r r

3 Select the number of Video Windows.
4  Select the required Video Layout.

5 To video force participants to windows in the selected video layout,
in the window to which you want to force a participant, select the
name of the participant to force from the list of conference
participants.

6 Repeat step 5 to force participants to other windows.

7 Click OK.
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To cancel the Personal Video Layout selection and return to the
conference layout:

1 In the Participant Properties dialog box, select the Media Sources tab.
2 Inthe Layout Type list, select Conference.
3 Click OK.

The participant will now see the conference video layout with its
forced participants.

To cancel the Personal Video Forcing for a window without returning to

the conference layout:

1  In the Participant Properties — Media Sources dialog box, in the video
layout window, select Auto in the Participants list.

2 Click OK.
Switching between participants is renewed and is audio activated.

Personal Layout Selection with Click&View

With the Click&View application, participants can change their Personal
Layouts via DTMF codes entered from their endpoints. This option is
available only if the Click&View option is selected in the Conference IVR
Service.

3 Global

3 Weloome Conference IR Service Mame:

3 Conference Chairperson

3 Conference Password

3 General

3 Roll Call

3 DTMF Codes ¥ Click & Yiew
Viden Welcome Slide: videoWelcome <[z

To change Personal Layout with Click&View:
1 Enable Click&View - on the endpoint’s keypad, enter IEB EB.

The Click& View application is displayed on the screen.

72  When using a Polycom VSX endpoint, an additional @3 must be entered to
‘ ‘;\'; enable the remote DTMF keypad. The full Click&View entry sequence is: IEEB,
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The Personal Layout keypad options menu is displayed on the video
screen.

1
2
3
y
5
B
8
g
#

MENR=AEAN

=]
]

#

2 On the endpoint’s remote keypad, press the number corresponding
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to the number of video squares you wish to select.
For example, if you want a four-square video layout, press 8.

The video window layout of your screen changes to the first four-
window layout as follows:

[ |
OO

Repeated presses of the #® key, within eight seconds, cycles through
the following series of four-square layout options:

| | 5]
5[] == E = EE =n—> e

In any multi-square layout, pressing @ forces the current speaker
to the top left window.

In full view, pressing @ forces the next participant to full view.
In any video layout, pressing & reverts to the conference layout.
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The following table summarizes the Video Layout options available
via Click& View.

Table 2-8 Video Layout Options

DTMF Code Layout Options

[

> |m |5 z= 00
3 |m |85 |8
« B B &=
N B i B

(o]
ol
ooo

i

i
i

Conference Control Using DTMF Codes

Participants and chairpersons can manage their connection to ongoing
conferences from their endpoints, using touch-tone signals (DTMF codes)
from their endpoints. Table 3-9 lists the DTMF Codes that can be used.

Chairpersons can also control an ongoing conference using DTMF codes.

Permissions for DTMF actions to be performed by all conference
participants or by chairperson only are configured in the Conference IVR
Service assigned to the conference.

For more information, see the RMX 1500/2000/4000 Administrator’s Guide,
"Defining a New Conference IVR Service” on page 12-9.

To use the DTMF codes to control the conference, the DTMF input must
be first enabled on the endpoint remote control (for example, entering #).
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Table 2-9  Conference IVR Service Properties - DTMF Codes
Operation DTMF String Permission
Mute My Line *6 All
Unmute My Line #6 All
Increase Broadcast Volume *9 All
Decrease Broadcast Volume #9 All
Mute All Except Me *5 Chairperson
Cancel Mute All Except Me #5 Chairperson
Change Password *77 Chairperson
Mute Incoming Participants *86 Chairperson
Unmute Incoming Participants #86 Chairperson
Play Help Menu *83 All
Enable Roll Call *32 Chairperson
Disable Roll Call #32 Chairperson
Roll Call Review Names *33 Chairperson
Roll Call Stop Review Names #33 Chairperson
Terminate Conference *87 Chairperson
Start Click&View o All
Change To Chairperson *78 All
Increase Listening Volume *76 All
Decrease Listening Volume #76 All
Override Mute All Configurable All
Secure Conference *71 Chairperson
Unsecure Conference #71 Chairperson
Show Participants *88 All
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Intrusion Detection

Network Intrusion Detection System (NIDS)

The RMX system uses iptables for access control. For each different kind
of packet processing, there is a table containing chained rules for the
treatment of packets. Every network packet arriving at or leaving from the
RMX must pass the rules applicable to it.

Depending on the nature of the suspect packets, the rules may reject,
drop, or limit their arrival rate (dropping the rest)

The RMX maintains a log that includes all unpermitted access attempts
blocked by the firewall.

Unpermitted access attempts include:
*  Access to ports which are not opened on the RMX
* Invalid access to open ports.

The NIDS logs of these events can only be viewed using the Information
Collector.

For more information the RMX 1500/2000/4000 Administrator’s Guide
Maximum Security Environments, ”Information Collector” on page 17-145.
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Installing RMX Manager

for Secure Communication
Mode

The RMX Manager cannot be downloaded from a site, operating in Secure
Communication Mode, without a valid TLS certificate.

The following procedure describes how to obtain a TLS certificate and
download the RMX Manager from a site operating in Secure
Communication Mode.

In order to install the RMX Manager, the workstation must have the following
installed:

e .NET Framework 3.5 or a later version of the .NET Framework.
* .NET Framework 2.0 plus Service Pack 1 or later.

1 Set the RMX to Non Secure Communication Mode
a In the RMX Management pane, click IP Network Services.

b Inthe IP Network Services list pane, double click the Management
Network entry.
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The Management Network Properties dialog box is displayed.

anagement Network Properties

s IP
3y Routers
» DNS

Network Service Name: I

IP Wersion: IPv4 & IPvE hd
IPv6 Configuration Method: b anual -

~ Control Unit IP Address:

IPwd: 172227191222

IPve! |2UU2:ac1 bi:184:0: 230:64fF:fe04: d300/64

All
- Shelf Management IP Address:
IPva: |17222191.221
IPwE! |fed0:1 184:1:290: caff:fe00: 7c5d /B4 all

Subnet Mask: 266.266.248.0

| I” secured Communication

¢ Clear the Secured RMX Communication check box.
d Click OK.
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2 Click the DNS tab.

3 IP
3 Routers Metwork Service Mame:
3 DNS
MCU Host
3 LAN Ports
Name
MCU Host Marne: mmwide. fr. polpcon. com |
DMS: Specify -
[” Register Host Mamnes Automatically to DNS Servers
Local Domain Mame: mmxida. . palycam. cam |4—|
DNS Servers Addresses L
) Local Domain
Primary Server: 12221282
Name
Secondary Server: 0.0.00
Tertiary Server: 0.0.00

3 Enter the Local Domain Name.

The Local Domain Name must be the same as the MCU Host Name. If the content
of these two fields are not identical an active alarm is created.
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4 Create a Certificate Request.

Country Mame (2 letter code)

State ar Province (full name)

Lacality {full name}

Organization (full name)

Organizational Unit {section)

Common Mame (DNS)

Send details Copy request

For more information, see the RMX 1500/2000/4000 Administrator’s
Guide, "Purchasing a Certificate” on page F-1.

Certificates can also be created and issued using an Internal Certificate
Authority. For more information see "Using an Internal Certificate
Authority” on page 8.
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Install the certificate.

rrrrr BEGIN CERTIFICATE-----
MIICMDCCAGECECCol6FhaglewTagTiash3MwDQYIKaZIhveNAQECE Qhng
VinCzAIBONUBAYTAIUTMR CWF QY DYQOK EwS W 2% IpUZInbiwg S i SjLIEWMCA
GALUECXMNRMSYIFRICIQIUHYYcGI2Z Mg T2558SAgIESYIGF2eav Y T WSz
MUMTIwMAYDUYQQDEYIZ X IpU2Inbie Uernihb CBTZ N 1emUgU 2y ydmy yIFRI
£3QQUM9vdCBDQTARFNIWNTAYMDkwMDAWMDBAF W0y NTAYMDgYMzZUSNTI
aMIGHMMOSWCQTYDYQOGEWIVIZEXMBUGALUEChMOY MYy a¥NpZ24sIElTY
4xMDAUBGHVEASTIDZ voiBUZXNOIFBLcnByc2vzIESubHkulCBObyBhcaN1c
rFUT2YzLIEYMDAGALUEAXMpY Wy aWNpZ 24 gV HIp YW wgU2W dXIITFNIen Zlc
iBUZXNOIF)vb3Q0Q0ENIZEwDQYIK0ZThveMAQERBQAD T YIAMIGIADGRAE
h9GU7klaZHS cEnGCSEKMG I VB TWHIaMAAYqGQCUNT QIC10SECIHBZnyLy
eSDjMsSMINC/iAATKCASH yH20AdIU+1IR S JWHTF/2dYSoTTxP2GCmiL1Gad
i7+2DD0086Y7+NIFAGIj+Cey47usdXa330/4 YOAIPGLAT0nFe T AQMBAAEW
DQYIKoZThveNAQECBOADITEAQI44TrPSEDAFEI3vhLhgThnyaskNTwPyxk+
0grnQyDadsFqgKanFinvLmACFIDmfugW 6 WSrdzqTYzpwmilsndBOm/y Wirl
BGUWRFHF2POXTFHSPYMR+PZzk 24U WUZy0jDGxtHA I CdaraTitaNKka2
9cWOZrhd7xe0l=

For more information, see the RMX 1500/2000/4000 Administrator’s
Guide, "Installing the Certificate” on page F-3.

Set the RMX to Secure Communication Mode
a In the RMX Management pane, click IP Network Services.

b  Inthe IP Network Services list pane, double click the Management
Network entry.
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The Management Network Properties dialog box is displayed.

anagement Network Properties Y

3 IP

» Routers Network Service Name: |
5 DNS

IP Wersion: ||PV4&|PVE vl
IPv6 Configuration Method: IManuaI vl
~ Control Unit IP Address:

IPw4: |1 F2.22191.222

IPv6: IZDDZ: ac1b:184:0: 2300646 fe04: d300/64 All

~Shelf Management IP Address:

IPw4: |1 722219121

IPv6: IfedD:'I:184:1:ESU:caff:feDD:?DSd/E4 All
Subnet Mask: |255.255.248_D

||7 Secured Cnmmunicationl

¢ Select the Secured RMX Communication check box.
d Click OK.
7 Reset the RMX:
a Inthe RMX Management pane, click the Hardware Monitor
button.
The Hardware Monitor pane is displayed.
b Click the Reset (1) button.
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8 Download and install the RMX Manager:
Download the RMX Manager from the Documents and Downloads

page of Polycom’s web site:

http:/ /support.polycom.com/PolycomService/home/
home.htm

% POLYCOM' | Si

Support lome | Licensing & Produst Registration | Knowledge Dsse ||ion|=o & BMAs |[Documents and Downloads] Customar Managamant |

ther Puiycom Stes [

Before installation the installer verifies the application’s
requirements on the workstation.

Launching Application

. @

Yerifying application requirements. This may take a few moments.

The Install dialog box is displayed.

Application Install - Security Warning X |

Do you want Lo install this application? \“i’:’
Mame: RMX Manager 7.6
From: 172.22.185.20
Publisher:  Polycom
Install ||| Don't Inskall I

™) ‘while applications Ffrom the Internet can be useful, they can pokentially harm your
computer, If you do not trust the source, do not install this software, More Information. ..

Click Install.

The installation proceeds.

When the installation completes, the application loads and the

RMX Manager - Welcome screen is displayed.
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Using an Internal Certificate Authority

If your TLS certificate was created and issued by an Internal Certificate
Authority, it may not be seen as having been issued by a trusted Certificate
Authority. The RMX Manager is not downloaded successfully and a
warning is received stating that the certificate was not issued by a trusted

Certificate Authority.

To add the Internal Certificate Authority as a trusted Certificate

Authority:

1 Navigate to the folder where the certificate (.cer) file is saved.

2 Open the certificate file.

Certificate

%]

General Certification Path

Show | <all=

Field
E\l’arsiun
ESeriaI number
Eswgnature algorithm
Elssuer
E\fahd From
E\-'ahd ta
ESubject

EPuinc key

Yalue |
W3

217944 17 de cb 16 95 41 6.,
shalRsA

WiCcert

2007 17:20:27

2012 17:20:27

Wicert

RSA (2046 Bits) ha

[ Copy ko File...

3 C(Click the Detail tab.

4 Click the Copy to File button.
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The Certificate Export Wizard is displayed.

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
lists amd certificate revocation lists from a certificate
skare ko your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used o protect data or to establish secure network,
connections. & certificate store is the system area where
certificates are kept.

To continue, click Next.

5 Click the Next button.
The Export File Format dialog box is displayed.

Certificate Export Wizard

Export File Format

Certificates can be exported in a variety of file formats.

Select the format you wank ko use;

() DER: encoded binary ¥,509 (.CER)

(%) Base-64 encoded ¥.509 { .CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P76)

[ < Back I Mext = I[ Cancel

6 Select Base-64 encoded X.509 (.CER).
7 Click the Next button.
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The File to Export dialog box is displayed.

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

I:ertificate.cer | [ Browse, ..

[ < Back, I Tk > I[ Cancel ]

8 In the File Name field, enter the file name for the exported certificate.
9 C(Click the Next button.

10 The final Certificate Export Wizard dialog box is displayed.

Certificate Export Wizard

Completing the Certificate Export
Wizard

‘¥au have successfully completed the Certificate Expart
wizard,

You have specified the Following settings:

File Mame CDoc
Export Keys MNo
Include all certificates in the certification path Mo

File Format Baset?
< ¥

[ < Back. I Finish I[ Cancel

11 Click the Finish button.
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The successful export message is displayed.

Certificate Export Wizard

The export was successhul,

12 Click the OK button.
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USB Operations

The USB port of an RMX in Ultra Secure Mode can be used to:

*  Restore the RMX to Factory Security Defaults mode (https = http).
Perform a Comprehensive Restore to Factory Defaults

Perform an Emergency CRL (Certificate Revocation List) Update

USB Ports on RMX 1500/2000/4000

Do not use any USB ports other than the ones indicated in the following
diagrams.

When performing USB Operations, the following USB ports are used:
RMX 1500 - left most USB port on the front panel.
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*  RMX 2000 - at the bottom right corner of the RTM IP card on the back
panel.

*  RMX 4000 - at the bottom right corner of the RTM IP 4000 card on the
back panel.
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Restore to Factory Security Defaults

Restore to Factory Security Defaults can be performed by either:

Inserting a USB device such as a mouse or a keyboard into the RMX’s
USB Port causing it to exit Ultra Secure Mode and return to Factory
Security Defaults mode. After performing this procedure, Logins to the
RMX use the http command and not the https command.

or

Inserting a USB key containing a file named
RestoreFactorySecurityDefaults.

To restore the RMX to Factory Security Defaults:

1

Insert a USB device or a USB key containing a file named
RestoreFactorySecurityDefaults into the USB port of the RMX.

The USB port locations for RMX 1500/2000/4000 are shown in “USB
Ports on RMX 1500/2000/4000” on page 4-1.

Power the RMX Off and then On.
Login using http:/ /<Control Unit IP Address>.
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Comprehensive Restore to Factory Defaults

Inserting a USB key containing a file named RestoreToFactoryDefault and a

lan.cfg file will cause the RMX to exit Secure Mode and perform a
Comprehensive Restore to Factory Defaults.

The Comprehensive Restore to Factory Defaults deletes the following files:

* CDR

e Address Book
* Log Files

* Faults

*  Dump Files

*  Notes

In addition all the conferencing entities are deleted:
*  Entry Queues

* DProfiles

*  Meeting Rooms

* IVRServices

*  Default Network IP Service

* Log Files

*  CFS license information

* Management Network Service

The RMX is restored to the settings it had when shipped from the factory.
The Product Activation Key is required to re-configure the Management
Network Service during the First Entry Configuration.

Comprehensive Restore to Factory Defaults Procedure

To perform a Comprehensive Restore to Factory Defaults:

Restoring the RMX to Factory Defaults consists of the following
procedures:

A Backup Configuration Files
— These files will be used to restore the system in procedure C.
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B Restore to Factory Defaults

— Restart the system with a USB device containing a file named
RestoreToFactoryDefault and a lan.cfg file plugged into the USB
port.

— Connect to the RMX using the Alternate Management Network.
— Apply the Product Activation Key.

— Unplug the USB device.

— Restart the RMX.

C Restore the System Configuration From the Backup
— Apply the backup file created in procedure A.
— Restart the RMX.

(If the RMX is unresponsive after these procedures a further restart
may be necessary.)

Procedure A: Backup Configuration Files

The Software Management menu is used to backup and restore the RMX's
configuration files and to download MCU software.
To backup configuration files:

1 Onthe RMX menu, click Administration > Software Management >
Backup Configuration.

The Backup Configuration dialog box opens.

Backup Directory Path:

Browse...

2 Browse to the Backup Directory Path and then click Backup.
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Procedure B: Restore to Factory Defaults

To perform a Comprehensive Restore to Factory Default perform the
following steps:

1 Configure a workstation for Direct Connection.
2 Connect the RMX to the workstation.

3 Inserta USB device containing a file named RestoreToFactoryDefault
and a lan.cfg file into the USB port of the RMX.

Power the RMX Off and then On.

Connect to the Alternate Management Network.
Apply the Product Activation Key.

Unplug the USB device.

Restart the RMX.

N O 0 b

Step 1: Configure a Workstation for Direct Connection
The following procedures show how to modify the workstation’s
networking parameters using the Windows New Connection Wizard.

For non-Windows operating systems an equivalent procedure must be
performed by the system administrator.

Before connecting directly, you must modify the IP Address, Subnet Mask
and Default Gateway settings of the workstation to be compatible with the
RMX’s Alternate Management Network.

a On the Windows Start menu, select Settings > Network
Connections.
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b In the Network Connections window, double-click the Local Area

Connection that has Connected status.

5 =6 %)
| Fle Cde Vew Fovorkes Tock  Advrced Heb [ 3
(@t © P 1ot | [
[Ty — 8 |
= — [ Type Dece Naste Fhne & o Host Addre
TG .. :
’_ﬂ Craste & fsws cornection La [ e shed 56k ey
- i‘:‘:“"‘*‘“ Fiwm | - [ Eesconnecied 180 Inbeqursted 564 Modem 251
e ParssCornect [ Diecorrected 00 Inbegrsted S64 Modem S04 570 5711
See Alsa k3 LAN o High Intermet
j/ Mstvxk. Troudbiedoote LAN e High-Speed Inter.. (_Connected Broadoom Netcrems Gig. ..
N LN o High-Speed Inkee.., 0 Systems VP Adater
LR, SEpEe—— LA o Mgh-Speed nker.... 2.
Other Places RN A o i Covction LA o Migh-Speed Intee,.. Mebrhors. cable unphugged Lati Bccess Se...
G Cordrol Parel Wietund Brivelle Metwork
‘g My Nt vk, Places
L) My Docurants {iFS AN MMM
* My Computer
Detaits s | [t Cornecn wieeed wased
Netmork Lonnections
< B 3|
|2 objects \ ]
Local Area Connected Status
Connection

¢ Inthe Local Area Connection Status dialog box, click the Properties

button.

<% Local Area Connection Status

B

General | Suport
Connection
Status: Connected
Duratian & daps 181432
Speed 100.0 Mbps
Activity
Sent — @1 —  Received
—
Packets: 789,742 I 849,439
—
(erpstties D[ Disable |

Close
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d In the Local Area Connection Properties dialog box, select Internet
Protocol [TCP/IP] > Properties.

<L Local Area Connection Properties

General | Authentication

Correct using:
H8 IntellR) FRO/00VE Network Conne

This connection uses the following items:

158 Cliert for Microsaft Netwarks
=) File and Printer Sharing for Microsoft Netwarks
/| i~ Intemet Protosol (TCPAF)

Description

Transmission Control Pratocaldintemet Frotocal, The default
wide area netwark protacol that provides commurication
aeross diverse interconnected networks

[] 5how izon in notification ares when connected
Notify me when this connection has limited o no connectivity

e Inthe Internet Protocol (TCP/IP) Properties dialog box, select Use
the following IP address.

f  Enter the IP address, Subnet mask and Default gateway for the
workstation.

Internet Protocal (TCP/IP) Properties

General
“fou can get IF settings assigned automatically if your network supparts

this capabilty. Otherwise, you nesd ta sk your network administrator for
the appropriate IF settings.

(O Obtain an IP address automatically

&) Use the following P addies;

IF addiess

Subnet mask;

Default gateway:

(® Use the fallawing DS server addresses:
Preferred DNS sarver

Altemate DNS server:
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The workstation’s IP address should be in the same network
neighborhood as the RMX’s Control Unit IP address.

Example: IP address - near 169.254.192._nn

None of the reserved IP addresses listed in Table 4-1 should be used for the IP
Address.

The addresses needed for connection to the RMX’s Alternate
Management Network are listed in Table 4-1.

Table 4-1 Reserved IP Addresses

Network Entity Alternate Network IP Address
Control Unit IP Address 169.254.192.10

Control Unit Subnet Mask 255.255.240.0

Default Router IP Address 169.254.192.1

Shelf Management IP Address 169.254.192.16

Shelf Management Subnet Mask 255.255.240.0

Shelf Management Default Gateway 169.254.192.1

g Click the OK button.

Step 2: Connect the RMX to the Workstation

The Alternate Management Network enables direct access to the RMX for
support purposes. The Alternate Management Network cannot be
configured and operates according to factory defaults.

Access to the Alternate Management Network is via a cable connected to a
workstation. The Alternate Management Network is accessible only via the
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LAN 3 port on the RMX 2000, the Modem port on the RMX 1500 and LAN 1

port on the RMX 4000.

RMX 1500

RMX 2000

LAN 3 Port

RMX 4000

RTMAP 4000

LAN 1 Port

>> Connect the cable between the RMX port and the LAN port
configured on the workstation.

Step 3: Insert a USB key containing a file named
RestoreToFactoryDefault and a lan.cfg file into the USB port of the
RMX

The USB port locations for RMX 1500/2000/4000 are shown in "USB Ports

on RMX 1500/2000/4000” on page 4-1.
Step 4: Power the RMX Off and then On.

Step 5: Connect to the Alternate Management Network

a  Start the RMX Web Client application on the workstation, by
entering http://169.254.192.10 (the Control Unit IP Address)
in the browser’s address line and pressing Enter.
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The Login dialog box is displayed.

g M RMX 2000

Welrome., .

b Inthe RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click Login.

Step 6: Apply the Product Activation Key
The RMX Web Client opens and the Product Activation dialog box appears
with the serial number filled in.

Product Activation . X

<nline Registration

Click the Polycom Resource Center button
to register yourproduct and retrieve the
ActivationKey,

Serial Mumber |9251ch>471

Activation Key: |

a In the Activation Key field, enter or paste the Product Activation
Key obtained earlier.

b Click OK.
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If you do not have an Activation Key, click Polycom Resource Center
to access the Service & Support page of the Polycom website.

For more information, see "Obtaining the Activation Key” on page 1-9.

The system prompts with a restart dialog box:

RMX 2000 =

:.T/ Systemn must be reset, Do you want to reset now?
{Mote: Reset operation might take several minutes.)

Step 7: Unplug the USB device
>> Remove the USB device from the USB port of the RMX.

Step 8: Restart the RMX
>> In the restart dialog box, click Yes.

Procedure C: Restore the System Configuration From
the Backup

To restore configuration files:

1

2

On the RMX menu, click Administration > Software Management >
Restore Configuration.

Browse to the Restore Directory Path where the backed up
configuration files are stored.

Click the Restore button.
When the Restore is complete, restart the RMX.

RMX system settings, with the exception of User data, are restored.

Restore User data by repeating Step 1 to Step 4 of this procedure.
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Emergency CRL (Certificate Revocation List)
Update

Administrators maintaining RMX systems are required to perform an
update of the CRLs used on the systems within the validity period of the
current CRLs.

Should the current CRLs expire; the system will not allow administrators
to login and perform administrative tasks using the RMX Web Client or
RMX Manager.

The Emergency CRL Update procedure disables client certificate validation
enabling an administrator to access the system and install an updated
CRL file without having to perform a full system rebuild.

Emergency CRL Update Procedure

7 : This procedure must only be performed on a secured network as the system must
\ ‘ J disable the client certificate validation process resulting in management traffic being
St sent over the network without the use of SSL encryption.

‘ The RMX must be powered on before starting this procedure.

The Emergency CRL Update procedure consists of the following steps:

Re-connect to the RMX.

Re-enable Secured Communications Mode.

1 Download and save the updated CRL files from the CA Server.
2 Disable Secured Communications Mode.

3  Open the Certification Repository.

4 Update the CRL files.

5 Update the Repository.

6

7
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Step 1: Download and save the updated CRL files from the CA Server.
These files are saved on the workstation.

o\ The RMX supports the use of PEM and DER formats.
\ ‘ | Take note of the format you download as you will need to make a selection later in
St this process when uploading the new CRL files.

Step 2: Disable Secure Communications mode
a Connect a USB keyboard or mouse to the USB port of RMX.

The USB port locations for RMX 1500/2000/4000 are shown in
"USB Ports on RMX 1500/2000/4000” on page 4-1.

b Power the RMX Off and then On using the power switch and
allow the RMX to complete its startup.

System restart can take 5 - 10 minutes, depending on the RMX’s
configuration.

Using the RMX Manager:

In the MCUE list, select the RMX to be updated.

In MCU Properties, change the Port number from 443 to 80.
Click OK.

In the MCUE list, select the RMX to be updated.
Right-click in the MCUS list entry and select Connect.

>Qe = 0 o o

Click Accept to accept the warning banner.
i Enter an administrator Username and Password.
i Click OK.

Step 3: Open the Certification Repository.

On the RMX menu, click Setup > RMX Secured Communication >
Certification Repository.

Step 4: Update the CRL files.
In the Certification Repository:
a Click the CRL tab.
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b Click Add.

5 Trusted Certificates

3 Personal Certificates Issued By Last Upd [Next Update [ status
pso-RO Thursds  Fridsy, Tuly 15, 2011 12:11:27 AM  Expirad, about to sxpirs or not

Add

Tnstall File =

Certificate File Format

@ PEM " DER

Install File: ]E SPSO_Certshearterl ol

Procesd?

In the Install File dialog box, select the DER or PEM format
depending on which file format was chosen in Step 1 of this
procedure.

Click the Browse button to navigate to the folder on the
workstation where you saved the CRL files in Step 1 of this
procedure.

Select the CRL file that you want to upload.
Click Yes to proceed.

The system checks the CRL file and displays a message that the
certificate was loaded successfully.

Repeat Steps d through f until all of the required CRL files has
been updated.

Step 5: Update the repository.
When all the CRL files have been updated as described in Step 4:

Click Update Repository.

A repository update confirmation message is displayed.
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b Click OK to update the repository.

Step 6: Re-connect to the RMX.
a Remove the USB device that was connected in Step 2a.
b Restart the RMX.

¢ Inthe RMX Management pane, click the Hardware Monitor
button.

The Hardware Monitor pane is displayed.

Hardware Monitor "

—>| e

Slot. [Type [status [Temperaturd voltage
=0 RMX 2000 - - -

a1 MFM-F Mormal Narmnal Major

a1 RTM ISDN  Mormal Norrnal Mormal
g2 RTM ISDN  Mormal Norrnal Mormal
K 2 MPM-F Marrmal Narrmal Major

L CRU Mormal Narmnal Major

d Click the Reset button.

The RMX restarts. System restart can take 5 - 10 minutes, depending
on the RMX’s configuration.

Using the RMX Manager:
e Inthe MCUs list, select the RMX to be updated.
f  Right-click in the MCUs list entry and select Connect.
g Click Accept to accept the warning banner.
h Enter an administrator Username and Password.
i Click OK.
Step 7: Re-enable Secured Communications Mode.
Using the RMX Manager:

a Inthe RMX Management pane, click the IP Network Services
button. (Depending on the RMX Manager configuration, you
may have to click Rarely Used first.)

b  Inthe IP Network Services list pane, double-click Management
Network.
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The Management Network Properties dialog box is displayed.

Control Unit 1P Address:

Pvd: [TE 0

Shelf Managesment TP Addross:

1hva: [127607.102

[ o [ow

Select the Secured Communication check box.
Click OK.

A message informs you that your session will be disconnected
and that you must re-connect the RMX using https in the
browser URL.

Click OK.
A system restart confirmation message is displayed.
Click Yes to restart the RMX.

The RMX restarts. System restart can take 5 - 10 minutes,
depending on the RMX’s configuration.

In the MCUs list, select the RMX to be updated.
In MCU Properties, change the Port number from 80 to 443.
Click OK.
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Deploying a Polycom RMX™
Serial Gateway S4GW

UC APL Public Key Infrastructure (PKI) requires that the Serial Gateway
S54GW be connected directly to the RMX and not to the H.323 network.
The Serial Gateway effectively becomes an additional module of the RMX,
with all web and H.323 traffic passing through the RMX.

@ Endpoint

ISDN PRI %
(T1/ET) e

Endpoint

ISDN BRI

ISDN
PRI or BRI

4
=z @
Qs
RMX o
: o ISDN
Serial Gateway a

IMUX

> [P Management
(HTTPS)

RMX 1500/2000/4000
IP Switch

‘ | IP (H.323)

RMX Management Network
(HTTPS)

Management

Workstalicn
RMX Management Network
\ (HTTPS)

Figure 1  Network infrastructure with direct connection to Serial Gateway S4GW

Endpoint

Endpoint
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After initial setup, the Serial Gateway is configured, managed and
monitored via the RMX Web Client / RMX Manger. For more information
see “Setting Up Your Polycom RMX Serial Gateway S4GW” in the RMX
Serial Gateway S4GW System User Guide.

Guidelines

*  The Serial Gateway is supported on RMX 1500/2000/4000.

*  Only one Serial Gateway can be connected directly to an RMX.

*  The Serial Gateway can be associated with only one Network Service.

*  Although the Media and Signaling Network Service on the RMX can be
configured for IPv6 addressing, the Network Service assigned to the
Serial Gateway can only support [Pv4 addressing..

*  The following System Flags must be set to YES:

— ULTRA_SECURE_MODE

— V35_ULTRA_SECURED_SUPPORT

*  When connecting the Serial Gateway to an RMX 2000:

— Itis essential that an RTM LAN card is installed.

— The Serial Gateway must be physically connected to the
RTM LAN card, LAN 1 port.

— The SEPARATE_MANAGEMENT_NETWORK Systemn Flag
must be set to YES.

* The MULTIPLE_SERVICES Systemn Flag must be set to NO.

» If Content is to be shared the conference Profile should have Content
Protocol set to H.263.

*  When the RMX is in Ultra Secure Mode, it requires that the Serial
Gateway be in Maximum Security Mode. For more information see the
RMX 1500/2000/4000 Deployment Guide for Maximum Security
Environments, ”Serial Gateway S4GW - Maximum Security Mode” on
page 5-15.

*  H.323 connections to the RMX are 1024-bit encrypted TLS.

*  The Certificate installed on the Serial Gateway must be also be installed
in the workstation that is used to run the RMX Web Client / RMX
Manager.
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Configuring the RMX - Serial Gateway Connection

Configuring the connection between the Serial Gateway and the RMX
consists of the following procedures:

1

Initial Setup of the Serial Gateway

For more information see “Setting Up Your Polycom RMX Serial
Gateway S4GW” in the RMX Serial Gateway S4GW System User Guide.

Configure a Network Service on the RMX for the Serial Gateway
and Connect the Serial Gateway to the RMX

Procedure 1: Initial Setup of the Serial Gateway

1

Establish a serial connection between the Serial Gateway and the
workstation. For more information see “Setting Up Your Polycom
RMX Serial Gateway S4GW” in the RMX Serial Gateway S4GW System
User Guide.

In the Administrator > Device > Addressing dialog box, enter I
addresses in the following fields:

— [P Address (Signaling and Media). The RMX will use this IP
address to connect to the Serial Gateway’s management interface.

— Router IP

—  Subnet Mask.
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0 N O O

In the Port settings field, select Auto LAN. (If configured as 100 Mbps/
Full Duplex while directly connected to the RMX, the Serial Gateway
network adapter is disabled until the cable is disconnected and
reconnect to the RMX.)

Administrator

RMX Serizl Gateway S4GW : Dewvice

e (] fel=le ] Reset Rewesh

Device LED Manitoring ] Basics |Addressing I ek I Secur'rtyl" Lsers I
% IP Address
P Address: | Router P [r72.22.1881 ]
Gatoway Subnet Mask: | Advanced IP configurations: - |<—-
DNS -
DNS Serverlp: [0.000 | DeviceDNSname: | Unkmovm
Ethernet
Porttype: Eimmet-i:s:;wcb | Portsettings: v|
MAC Address: 555:'0'3': ds.00.f2dc | Portatatus: [ Auto |

Help

Click the Advanced Configurations button and verify that:
— VLAN Tagging is disabled

—  Use different interface for media and signaling is disabled.
If they are not disabled, disable them.

Select the Security tab.

Set the Security Mode to Maximum.

Select the Users tab.

Create the user account that the RMX will use to connect to the
Serial Gateway.

Click Administrator > Gateway > Settings > IP Connectivity > Peer
list.
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10 In the Peer List:

a Add the V.35 Gateway Service Signaling Host IP Address to
the Serial Gateway's Peer list.

b Remove all other addresses.
11 Click the Upload button to save the changes.

Administrator

RMX Serial Gateway S4GW : Gateway

e e & e 8

Import Export Resst  Retresh
Device: Stotus | Settings | Services | Port1 | Port2 | Port3 | Ports | Colls | Eventiog | Stetistics | Maintenance |
s> = ]
IP Connectivity
PP Connectivey
W VR [P eonnectivty mode: [ Pesr-toPeer +]
— Delmaers
Peer hunting mode: Always stari fror lasl successiu peer
[r— T
Peers Description | IP Address | PPodt Calls 150N Numiber |
Alert Inications ]
Securty
Advanced
| | (DR

Peer hunting timeout Isech | *
[ Acceptcals from defined peers onky

Hel

12 Click the Delimiters tab.
a Set the delimiter to #.
13 Click the Media Modes tab.
a Un-check Enable H.263+.
b  Un-check Enable T.120.
14 Click the Security tab.
a Select Independent.
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15 Click the Upload button to save the changes.
16 Click the Advanced tab.

Administrator

RMX Serial Gateway S4GW : Gateway

Q ©v & @ & ¢
! || Uil Import Export Reset Refresh

Device msmim1|mz|ms|malmimmm|m=s Maintenance
Basics Advanced 2|
IP Connectivity IP to Serial Calls
Gate VR ¥ Translate DTMF from IP out-of-band (H 245) fo Serial in-band (G.711 only)
¥ = i
o Ignore caller bearer rate and force service rate
Use default service bit rate of | 334 ~ | kbps for services defined to use ‘auto” bit re
Media Modes
Serial to P Calls
ol Sevios [~ Enable T 120 capabiifies in incoming IVR and TCS4 cals
Alert Indications:

[ Dupscate DTMF signal from Serial side as out-of-band o IP side
Security P Options

—_— > ¥ Enabis packet handling (may increase calldelay)

Network jiter folerance: 120 v  msec

General
I Restrict Gateway to use MCU services only
v Support H239

— > [comews. ] verm

|~

a Verify the following settings:
* IP to Serial calls:
- Translate DTMF from IP...  Selected.
- Ignore caller bearer... Selected.
- Use default service bit rate of 384 kbps.
*  Serial to IP calls:
- Enable T.120 capabilities ... ~ Cleared.

- Duplicate DTMF signal ... Selected.
¢ IP Options:

- Enable packet handling... Selected.

- Network jitter tolerance... 120 msec.
*  General:

- Restrict Gateway to use ... Cleared.

- Support H.239 Selected.
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17 Click the Commands button.

Enter the advanced commands as set out in Table 5-1.

Table 5-1 Maximum Security - Advanced Command Settings
Status
After
Advanced Command Status message .
Setting/
Enable
advancedsecuritymode Advanced Security Mode is Advanced
currently DISABLED Security
mode -
ENABLED
embeddedMode ENABLED
daysForPassword Number of days till password NO
ExpireNotification expiration is set CHANGE
to7 NEEDED
h2390IcPatch ENABLED
IsdnCapsTimeout 15
lowerCaseMinimum Minimum lower case chars in NO
password is set to 2 CHANGE
NEEDED
MinNumberOfChangedC | Minimum number of changed NO
hars chars in password is set to 4 CHANGE
NEEDED
NumberOfRepeatChars Number of repeated chars in NO
Allowed password is set to 2 CHANGE
NEEDED
numericalChars Minimum numerical chars in NO
Minimum password is set to 2 CHANGE
NEEDED
passwordChange Minimum time between NO
MinimumTime password changes is 1 CHANGE
NEEDED
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19
20

21

22
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Table 5-1 Maximum Security - Advanced Command Settings (Continued)

Status
After
Advanced Command Status message .
Setting/
Enable
passwordReuseBuff The size of the re-usebuffer is NO
Size 10 CHANGE
NEEDED
SpecialCharsMinimum Minimum special chars in NO
password is set to 2 CHANGE
NEEDED
upperCaseMinimum Minimum upper case chars in NO
password is set to 2 CHANGE
NEEDED

a Set the command embeddedMode to Enable
b Setthe command IsdnCapsTimeout to 15

¢ Set the command h2390IcPatch to Enable
For each port in use, clear IVR check box.

Click the Upload button to save the changes.
Click Administrator > Device > Web:

a Use the buttons to install a TLS Certificate.
For more information see the Polycom RMX Serial Gateway S4GW
User Guide, “Enabling HTTPS” on page 54.

b Select the Support Secure Communications (HTTPS) check box.
Request a Web SSL certificate:
a Click Device > Web Tab> Manage Certificate.

a Select the Manage Certificate button and follow the prompts to
request the certificate.

Install the Web SSL certificate:
a Click Device > Web > Manage Certificate.
a Select the Manage Certificate button
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b Select Process Pending Request.

Administrator

RMX Serial Gateway S4GW : Device

g « ¥ @
(== | Reszet Refresh
Device LED Monitoring | Basics | Addressing Security | Uzers |

% General
an

Web server port:

Onfine help URL: | CFG_DEF_ONLINE_HELF_LOCATION_POLYCOM

[v Supportzecure communications (HTTPS!

Manage Certificate--- Import Certificate | Export Cerificate

Status:  External certificate installed
No pending request

Help

23 Set the Serial Gateway to Maximum Security Mode:
a In the Gateway interface, on the sidebar, click Device.
b  Click the Security tab.

¢ Inthe Security mode field, select Maximum (no Telnet, ftp, SNMP
and ICMP)

24 Verify the Advanced Settings for Maximum Security Mode:
a On the sidebar, click Gateway.
b  Click the Settings tab.
¢ Click Advanced >> Commands.

The Advanced Settings dialog box is displayed.

d Enter the Advanced Commands in Table 5-2 and observe the
returned Status Messages. If necessary, modify the settings to
match those listed in the table.

For a full list of Advanced Commands, see page 5-16.
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Table 5-2  Maximum Security - Advanced Command Settings

Status
After
Advanced Command Status message .
Setting/
Enable
advancedsecuritymode Advanced Security Mode is Advanced
currently DISABLED Security
mode -
ENABLED
embeddedMode ENABLED
daysForPassword Number of days till password NO
ExpireNotification expiration is set CHANGE
to7 NEEDED
h2390IcPatch ENABLED
IsdnCapsTimeout 15
lowerCaseMinimum Minimum lower case chars in NO
password is set to 2 CHANGE
NEEDED
MinNumberOfChangedC | Minimum number of changed NO
hars chars in password is set to 4 CHANGE
NEEDED
NumberOfRepeatChars Number of repeated chars in NO
Allowed password is set to 2 CHANGE
NEEDED
numericalChars Minimum numerical chars in NO
Minimum password is set to 2 CHANGE
NEEDED
passwordChange Minimum time between NO
MinimumTime password changes is 1 CHANGE
NEEDED
passwordReuseBuff The size of the re-usebuffer is NO
Size 10 CHANGE
NEEDED
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Table 5-2 Maximum Security - Advanced Command Settings (Continued)

Status
After
Advanced Command Status message .
Setting/
Enable
SpecialCharsMinimum Minimum special chars in NO
password is set to 2 CHANGE
NEEDED
upperCaseMinimum Minimum upper case chars in NO
password is set to 2 CHANGE
NEEDED

25 Click the Upload button to save the changes.

The Serial Gateway will re-start.

The Initial Setup of the Serial Gateway is complete and it is ready to be
disconnected from the workstation and connected to the RMX.

26 Disconnect the Serial Gateway from the workstation.

Procedure 2: Configure a Network Service on the RMX for
the Serial Gateway and Connect the Serial Gateway to the
RMX

1 Inthe RMX menu, click Setup > System Configuration.
2  Set the following System Flags:

— ULTRA_SECURE_MODE = YES

— SEPARATE_MANAGEMENT_NETWORK = YES
(RMX 2000 only)

— V35_ULTRA_SECURED_SUPPORT = YES

— ENABLE_EPC = NO (If this System Flag doesn’t exist it must be
manually added.)

— MULTIPLE_SERVICES = NO
3 Re-start the RMX.
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10

Connect the LAN cable from the front of the Serial Gateway to the
LAN 1 port on the RTM LAN card.

In the RMX Management pane, click Rarely Used and click
IP Network Services.

In the IP Network Services list pane click the New IP Service icon.

The New IP Service dialog box is displayed.

e ———.
2 Networking ] .
"
3 Routers
5 NS 1P Network Type: MR =
w Conferencng Signaling Host IF Address:
3 Gatskeoper | teva: [l |
» Purti 1Pves |
> @5
vk Gabway Hedia Card 1 Port 1 1P Addeesi:
1pva: Q000 s |
1Py |- . thvii |
Media Card 2 Fort 1 1P Address:
tevas l0I8 tevas [T0R0
wvs: | s |
Subent Mask: [EmmmT
v eS|
[ oe | coal ]
In the IP tab:

a Enter an IP Network Service Name.

b Enter a Signaling Host IP Address that is on the same VLAN as the
Serial Gateway Management address.

¢ Enter a Media Card 2 Port 1 IP Address that is on the same VLAN
as the Serial Gateway Management address.

Click the Routers tab.

Enter a Default Router IP Address that is on the same VLAN as the

Serial Gateway Management address.

Click the V35 Gateway tab.
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The network service Properties dialog box is displayed. The Enable
field is selected and cannot be un-checked.

. Metworking
> IF Network Service Name: [
3 Routers
IP Network Type: H.323&SIF hd
3 DHS
»» Conferencing
> Gatekeeper ¥ Enable
» Ports
3 QoS W35 Gateway IP address:
3 EIP Servers A ’7
3 Security
3 SIP Advanced Passward: [

11 Modify the following fields:

Table 5-3  Network Service - V35 tab

Field Description

V35 Gateway IP Enter the Management IP address of the

Address management interface of the Serial Gateway.
Username Enter the User Name that the RMX uses to log in to

the management interface of the Serial Gateway.

Password Enter the Password that the RMX uses to log in to
management interface of the Serial Gateway.

12 Click OK.
A Reset Confirmation dialog box is displayed

13
14
15

Click Yes.

After the RMX has restarted, log in.

Modify the Video Quality tabs of all conference Profiles, by changing
the Content Video Definition - Content Protocol setting of all conferences

to H.263.
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The following procedure can be used to test dialing procedures when
using an Adtran Gateway for ISDN to V.35.

When using an Adtran Gateway the Conference Profile should have Content
Protocol set to H.263, not H.264.

Dialing to the RMX from an ISDN Endpoint

To dial to the RMX from an ISDN endpoint:

Dial String:  <ISDN Number of AdTran>##<Conference
_Room_Number>

Example: 5556789##4000
* The Conference Profile should have Content Protocol set to H.263, not
H.264.
* The password can be entered via DTMF from the endpoint (HDX).

Dialing to an ISDN Endpoint from the RMX

To dial to an ISDN endpoint from the RMX

IP Address:  The IP address of the Serial Gateway

Alias Name  <service prefix><ISDN Number><AdTran
/Type: suffix> and select Participant Number

The first number in the AdTran suffix is the bit rate
(#3 for 56kbps, #4 for 64kbps).

The second number in AdTran suffix is the number of
B Channels.
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Example: The dial string 38468824003#4#6 indicates 6 B Channels
of 64kbps for a 384kbps call.

» General
» Advanced Name:
3 Information
Dialing Directian: Ol out d
Type: IH 4] ad
IP Address: fiio
Alias Hame / Type: Iwmm Partcpart Huerber v |
‘Website 1P Address: |
™ Audio Only
Extension/Tdentifier String:
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Advanced Commands

Table 5-4 Advanced Commands

Command | Parameters | Description Default
Advanced ENABLE This command puts the Gateway | The default
Security in MAXIMUM security mode. of the
Mode Used by: CS Gateway will
be in
Available Since V5.7.2.0.7 MINIMUM
security
mode , but
once the
user sets the
Gateway to
Maximum
security the
only way to
go back to
Standard
security is by
the ‘Setting
Factory
Defaults’
procedure.
Session 5-60 Sets the Inactivity timeout value. 10 minutes
Inactivity minutes Web will disconnect from GW if
Enabled user is inactive for this period of
Timeout time.
Available Since V5.7.2
password 1-30 days Sets the minimum number of 1 day
Change days needed to pass before
Minimum User can change his/her own
Time password. This value is not valid
for administra-tors
Available Since V5.7.2
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Table 5-4 Advanced Commands (Continued)

Command | Parameters | Description Default
minimum 8-15 Sets the minimum length of a 15
Password valid password
Length

Available Since V5.7.2
upperCase | 1-2 Sets the minimum number of 2
Minimum upper case characters needed

for a valid password.

Available Since V5.7.2
lowerCase | 1-2 Sets the minimum number of 2
Minimum lower case characters needed

for a valid password.

Available Since V5.7.2
Numerical 1-2 Sets the minimum number of 2
Chars numerical characters needed for
Minimum a valid password.

Available Since V5.7.2
Special 1-2 Sets the minimum number of 2
Chars special characters needed for a
Minimum valid password.

Available Since V5.7.2
NumberOf | 1-4 Sets the number of repeated 2
Repeat characters allowed in valid
Chars password.
Allowed

Available Since V5.7.2
Min 1-4 Sets the minimum number of 4
NumberOf characters needed to change
Changed when setting new password.
Chars

Available Since V5.7.2
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Table 5-4 Advanced Commands (Continued)

Command | Parameters | Description Default
daysFor 1-7 Sets the number of days before 7
Password password expires that a
Expire ‘password expiration notice’ will
Notification be shown to user.
Available Since V5.7.2
password 8-16 Sets the number of passwords 10
ReuseBuff saved to check for reuse. i.e. if
Size the buffer is set to 10, then the
user cannot re-useany of the last
10 passwords.
Available Since V5.7.2
user 0-480 Sets the number of minutes 0
LockedOut | minutes before user that was locked out
Duration will be automatically released.
Value of 0 — means indefinite.
Available Since V5.7.2
user 1-10 Sets the number of simultaneous | 5
Session sessions sessions per user allowed.
Limit
Available Since V5.7.2
auditLog 10 -100 Sets the audit log threshold, so 70
Threshold percent of that when this value is reached
log capacity | an audit log overflow trap is sent.
Available Since V5.7.2
Password 30-180 days | Sets the number of days till 60
Expiration password will expire.
Timeout
Available Since V5.7.2
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Table 5-4 Advanced Commands (Continued)

Command | Parameters | Description Default
User 60-1440 Period of time in which the failed | 60
Lockout minutes. login threshold must be
Failures (1440=24 exceeded the lock the users
Interval hours) account.

Available Since V5.7.2
User 2-10 Sets the number of login failures | 3
Lockout needed to lockout user. Failed
MaxFailure login threshold.

Available Since V5.7.2
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